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I. INTRODUCTION

Imagine Jane Doe wakes up one morning and turns on the
local news to find her health insurance provider, XYZ
Insurance, is the victim of a cyberattack. A few days later
she receives a letter informing her of the breach and that her
data has been compromised. XYZ promises to provide
1dentity theft protection for the next year. Jane places the
letter in a folder containing three similar letters from other
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corporations which have suffered recent breaches. She feels
helpless as cybercriminals now have access to her private
medical information.

With the 2014 and 2015 data breaches at major
corporations like Sony Pictures, Community Health Services,
Target, and most recently Anthem, our individually
1dentifiable medical information becomes increasingly at
risk. Large corporations like Sony Pictures and Anthem
store their employees’ personal information through a system
of electronic records.! The Sony cyberattack occurred during
the build-up to the release of a comedy film depicting the
attempted assassination of the North Korean Supreme
leader, Kim Jong-un.?2 The attack illustrates a great cause of
concern for employees across the United States. Employers
hold valuable employee information such as Social Security
numbers, salaries, performance reviews, and personal
medical information.3

Additionally in February 2015, Anthem, one of the
nation’s largest health insurers, headquartered in
Indianapolis, reported a breach that could affect up to 80
million customers and employees.4 Anthem CEO, Joseph R.
Swedish, believes the hack to be a “very sophisticated
external cyberattack” with the cybercriminals accessing
personal information like Social Security numbers and
birthdates.> However, the Federal Bureau of Investigation is
looking into whether health information was stolen or not.6

1 Cyberattacks are performed by groups targeting employee and
customer stored information such as Social Security numbers, credit card
information, and health information within the targeted companies’
computer systems. Andrea Peterson, Lawsuits against Sony Pictures
Could Test Employer Responsibility for Data Breaches, WASH. POST (Dec.
19, 2014), http://www.washingtonpost.com/blogs/the-switch/wp/2014/
12/19/1awsuits-against-sony-pictures-could-test-employer-responsibility-
for-data-breaches/ [http://perma.cc/U36E-USBW].

2 See 1d.

31d

4 Reed Abelson & Matthew Goldstein, Millions of Anthem Customers
Targeted in Cyberattack, NY TIMES (Feb. 5, 2015), http:/
www.nytimes.com/2015/02/05/business/hackers-breached-data-of-
millions-insurer-says.html?_r=0 [http://perma.cc/7V4M-C739].

5 1d.

6 Id.
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The most troubling part of the cyberattacks is the
evidence showing that companies cut corners on data
security to save money.” However, corporations that choose
to cut corners ultimately pay a steeper price in the end, as do
their employees. By failing to secure protected health
information, data breaches can result in hefty fines from the
Department of Health and Human Services (HHS) and
monetary damages in the range of several million dollars.8

A major difference exists between the Sony attack and the
Anthem attack. While Sony is a leader in the entertainment
industry, Anthem is a leader within the health care industry.
Yet, the Sony cyberattack allowed the cybercriminals to gain
access to employee medical records including information on
surgeries, therapies, and medical diagnoses such as cancer,
kidney failure, and premature births.® Even though,
cybercriminals mostly use the stolen information for identity
theft purposes, there is a potential to use the information in
the service of other crimes such as insurance and prescription
fraud.1© Meanwhile Sony will incur liability for the breach as

7 Peterson, supra note 1.

8 Annually, data breaches cost the health care industry around $5.6
billion, and as more health care providers go to the electronic health
record “cloud” this number is expected to continue to increase. Jason
Millman, Health Care Data Breaches Have Hit 30M Patients and
Counting, WASH. POST (Aug. 19, 2014), http:/
www.washingtonpost.com/blogs/wonkblog/wp/2014/08/19/health-care-
data-breaches-have-hit-30m-patients-and-counting/ [http://perma.cc/
B89L-7X8B] (citing Chris Burt, Data Breaches Cost Healthcare Firms
$5.6 Billion Annually: Ponemon Institute, WHIR (Mar. 19, 2014),
http://www.thewhir.com/web-hosting-news/data-breaches-cost-
healthhealthhealth care-firms-5-6-billion-annuallay-ponemon-institute
[http://perma.cc/92VJ-2C4U].

9 Peterson, supra note 1.

10 Pragati Verma, Why Medical Data is Vulnerable—And Valuable—
To  Cybercriminals, FORBES (Mar. 12, 2015, 459 PM),
http://www.forbes.com/sites/teradata/2015/03/12/why-medical-data-is-
vulnerable-and-valuable-to-cybercriminals/ [http://perma.cc/UM46-
73LM]; see also Caroline Humer & Jim Finkle, Your Medical Record is
Worth More to Hackers Than Your Credit Card, REUTERS (Sept. 24,
2014), http://www.reuters.com/article/2014/09/24/us-cybersecurity-
hospitals-idUSKCNOHJ21120140924 [http://perma.cc/HOYG-MXFS8]
(“Fraudsters use [health] data to create fake IDs to buy medical
equipment or drugs that can be resold, or they combine a patient number


http://www.thewhir.com/web-hosting-news/data-breaches-cost-healthcare-firms-5-6-billion-annuallay-ponemon-institute
http://www.thewhir.com/web-hosting-news/data-breaches-cost-healthcare-firms-5-6-billion-annuallay-ponemon-institute
http://www.forbes.com/sites/teradata/2015/03/12/why-medical-data-is-vulnerable-and-valuable-to-cybercriminals/
http://www.forbes.com/sites/teradata/2015/03/12/why-medical-data-is-vulnerable-and-valuable-to-cybercriminals/
http://www.reuters.com/article/2014/09/24/us-cybersecurity-hospitals-idUSKCN0HJ21I20140924
http://www.reuters.com/article/2014/09/24/us-cybersecurity-hospitals-idUSKCN0HJ21I20140924
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it is required by California law to keep medical information
separate from other employee information in a different
security system.11

The Sony and Anthem cyberattacks show the rapidly
increasing inability of the United States’ Health Information
Portability and Accountability Act (HIPAA) and subsequent
state law to properly motivate companies to protect patient
data. The Act fails to provide a private right of action for
individuals, like the Sony employees, who, as a result of their
employers’ inability to protect the information, have theirs
stolen.’2 Congress must both strengthen HIPAA to better
protect individual patient data and provide individuals with
a private right of action.

This Note will discuss the need to strengthen health
information data protections under HIPAA. In comparing
the United States and European Union (“EU”) privacy law,
the Note will address the benefits and shortcomings of each
approach. Furthermore, the Note will look to European law
and its “right to be forgotten.” Then, the Note will apply the
principles of the EU right to be forgotten to American health
records and health information. Finally, the Note will
address issues pertaining to the right to be forgotten and the
reasons why Americans do should want the right added to
the constitutionally recognized right of privacy.

A. The Issue: HIPPA's Inability to Protect Patient
Health Records

Health care data has increasingly become the target of
data breaches accounting for nearly “43 percent of [alll major
data breaches reported in 2013.”13 While some breaches are
the result of employee negligence, most are done with

with a false provider number and file made-up claims with insurers . . .
7).

11 Peterson, supra note 1.

12 Health Insurance Portability and Accountability Act of 1996
(HIPAA), Pub. L. No. 104-191, 110 Stat. 1936 (1996) (codified as amended
in various sections of 42 U.S.C.).

13 Millman, supra note 8.
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malicious intent.4 The trend is disturbing, because there are
multiple avenues for a breach to occur, and it indicates a lack
of security. Under the 2009 HIPAA Breach Notification Rule,
HIPAA “covered entities” and their “business associates”
must follow federal reporting requirements.1® The
requirements necessitate that covered entities notify affected
individuals,16 the Secretary of the Department of Health and
Human Services (HHS),!7 and, if more than 500 residents of
a State are affected, the media outlets serving the State.!8
HHS has tracked 944 major breach reports affecting nearly
30 million people.l® Steve Weisman, a law professor and
contributor to USA Today, predicts that the source of most
data breaches in 2015 will target the health care industry.20
To explain his prediction, Weisman focuses on the large
amount of information being shared by entities and the lack
of proper security.2! Weisman’s prediction should frighten
the health care industry and the country.

Patients have few means to persuade health care
corporations to adequately protect their information.
Patients may “shop” around for corporations that will better
protect their data. However, patients subject to a health
maintenance organization (“HMO”) plan provided by an
employer will not have this luxury. Under an HMO plan, a
patient may only go to doctors, other health care providers,

14 See Dan Munro, Cyber Attack Nets 4.5 Million Records From Large
Hospital System, FORBES (Aug. 18, 2014, 9:01 AM), http/
www.forbes.com/sites/danmunro/2014/08/18/cyber-attack-nets-4-5-
million-records-from-large-hospital-system/  [http://perma.cc/ 8QY2-
JYK2] (“83.2% of 2013 of patient records breached in 2013 resulted from
theft”).

15 HIPAA Breach Notification Rule, 45 CFR § 164.404- (2016).

16 45 CFR § 164.404 (2016).

1745 CFR § 164.408 (2016).

18 45 CFR § 164.406 (2016).

19 Millman, supra note 8.

20 Anthem’s data breach provides concrete evidence that Professor
Weisman’s prediction holds weight and members of the health care
industry must strengthen their cyber-security. Steve Weisman, Cyber
Predictions for 2015, USA TopAy (Dec. 20, 2014), http://
www.usatoday.com/story/money/personalfinance/2014/12/20/cyber-hack-
data-breach/20601043/ [http://perma.cc/J33H-QJJ2].

21 Jd.
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and hospitals on the plan’s list.22 Since the late 1990s,
managed care has dominated the health care marketplace
with more than 70 million Americans enrolled in HMOs and
90 million enrolled in PPOs (preferred provider
organizations).23 While HMO enrollment numbers have been
in decline, managed care is still a dominant form in the
health care market place?4 and limits the patient’s ability to
hold the company accountable in protecting their data. In a
recent interview on Sound Medicine Radio, Titus Schleyer,
Director of Regenstrief Center for Biomedical Informatics in
Indianapolis, stated “as a patient you are so removed from
control over your information that you really can’t do
anything.”25 Schleyer goes on to argue that stolen health
information is of little use to cybercriminals, because the
information does not provide as good of a benefit as stolen
data like Social Security numbers and birthdates.26
Schleyer’s comments illustrate the miscommunication
between patients and providers. Patients may believe their
information is staying within their providers’ systems when
in reality it is being sent to the health storage cloud or to
another corporation for storage.2” This reality should be
reflected in an informed consent form, (even if patients will

22 Health Maintenance Organization (HMO) Plan, MEDICARE.GOV,
http://www.medicare.gov/sign-up-change-plans/medicare-health-
plans/medicare-advantage-plans/hmo-plans.html [http://perma.cc/AX8E-
CHQH] (last visited Feb. 7, 2016).

23 Managed Care, Market Reports and the States, NCSL,
http://www.ncsl.org/research/health/managed-care-and-the-states.aspx
[http://perma.cc/H4R3-EDCS] (updated June 2013).

24 I

25 In the Era of Cloud Health Data, Safety is Not Guaranteed, SOUND
MEDICINE RADIO (Feb. 27, 2015), http://soundmedicine.org/post/era-
cloud-health-data-safety-not-guaranteed#.VP8DJBneQ4s.email
[http://perma.cc/TRSH-F6ZP] (explaining once providers place patient
information in EHRs with another corporation or in the health storage
cloud, the providers are not even sure where the information is at any
given time).

26 Jd. Schleyer’s argument contradicts others regarding the use of
health information for criminal purposes. See Verma, supra note 10.

27 See Erin Gilmer, Privacy and Security of Patient Date in the Cloud,
(April 16, 2013), https://www.ibm.com/developerworks/cloud/library/cl-
hipaa/ [https://perma.cc/L4AS-SCHTI.


http://www.medicare.gov/sign-up-change-plans/medicare-health-plans/medicare-advantage-plans/hmo-plans.html
http://www.medicare.gov/sign-up-change-plans/medicare-health-plans/medicare-advantage-plans/hmo-plans.html
http://www.ncsl.org/research/health/managed-care-and-the-states.aspx
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never read the form), that is signed upon the collection of
their information.

Health care industry expenditures made up roughly
17.1% of the United States’ gross domestic product (“GDP”)
from 2010-2015.28 The World Health Organization database
calculates the percentage based on expenses both public and
private including preventative and curative health services,
family planning activities, nutrition activities, and
emergency aid.2® To contrast the United States with other
economic leading countries, the United Kingdom’s
expenditures represent only 9.1% of its GDP, and France’s
expenditures represent 11.5% of its GDP from 2010-2015.30
The United States must find a way to lower the proportion of
health care spending within its GDP.

Furthermore, corporations in the United States will
continue to spend in the billions to rectify patient record
security breaches.3! In August 2014, Community Health
Services announced the second largest breach in U.S. history
affecting more than 4.5 million patients and potentially
costing above $77 million in fines and remedies.32
Community Health Services, located in Tennessee and
serving twenty-nine other states, believes “the attacker was
an ‘Advanced Persistent Threat’ group originating from
China” targeting Community Health Services systems with
“highly sophisticated” technology.33

One of the largest fraudulent uses for stolen health
records is medical insurance fraud. The most common
method by which criminals fraudulently obtain patient

28 WHO Global Health Expenditure Database, Health Expenditure,
Total (% of GDP), WORLD BANK, http://data.worldbank.org/indicator/
SH.XPD.TOTL.ZS/countries/I1W?display=default [http:/perma.cc/6XG7-
KUTPI (ast visited Feb. 7, 2016).

29 Id.

30 I

31 According to benchmark research performed by the Ponemon
Institute on the cost of data breaches, each compromised record costs the
company an average of $201. Taking the Anthem data breach with nearly
80 million records compromised, it would result in a cost of $16 billion.
See PONEMON INST. LLC, 2014 COST OF DATA BREACH STUDY: UNITED
STATES 1 (2014), available at http://public.dhe.ibm.com/common/ssi/ecm/
sel/en/sel03017usen/SEL03017USEN.PDF [http://perma.cc/RAGK-R4TU].

32 Munro, supra note 14.

33 Id.
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information is by “inducing medical personnel with access to
patient insurance information to copy the information and
provide it to those involved in fraud schemes”3* and
“[plurchasing the information from others involved in fraud .

marketers of stolen patient and physician billing
information.”3> “Estimates of fraudulent billings to health
care programs, both public and private, are estimated
between 3 and 10 percent of total health care expenditures.”
36 Medicare and Medicaid have been subject to losses in the
billions from healthcare fraud.3” This amount includes
provider and patient fraud outside the scope of stolen health
care records.38  The government’s health care fraud
prevention and enforcement recovered $4.3 billion in
taxpayer dollars as part of the Obama administration’s
attempts to eliminate health care fraud and reduce health
care costs.3® With tax-funded programs facing fraud,
taxpayers have even more incentive to protect their
information in order to potentially lower the taxes necessary
to fund these programs. While fraud can come from many
sources, not all can be attributed to medical identity theft.
For example, Stark and Anti-Kickback violations are

3¢ White-Collar Crime, Health Care Fraud Overview, THE FBI,
http://www.fbi.gov/about-us/investigate/white_collar/health-care-
fraud/health-care-overview [http://perma.cc/B96W-PMDS8] (last visited
Feb. 7, 2016).

35 Jd

36 See FED. BUREAU OF INVESTIGATION, FINANCIAL CRIMES REPORT TO
THE PUBLIC 2007, at 9 (2007), available at https://www.fbi.gov/stats-
services/publications/fes_report2007 [http://perma.cc/FU5J-BBEQ]
(explaining “[elstimates of fraudulent billings to health care programs,
both public and private, are estimated between 3 and 10 percent of total
health care expenditures.”).

37 By the Numbers: Fraud Statistics, Coalition Against Insurance
Fraud, Healthcare, (last visited May 20, 2016) http://
www.insurancefraud.org/statistics.htm#. VOHcXPkrLIU. [https:/
perma.cc/9ACQ-X9GF].

38 Id.

39 U.S. Dep’t of Justice, Departments of Justice and Health and
Human Services Announce Record-Breaking Recoveries Resulting from
Joint Efforts to Combat Health Care Fraud, (Feb. 26, 2014),
http://www.justice.gov/opa/pr/departments-justice-and-health-and-
human-services-announce-record-breaking-recoveries-0 [http://perma.cc/
GJ5P-EKLS].


http://www.justice.gov/opa/pr/departments-justice-and-health-and-human-services-announce-record-breaking-recoveries-0
http://www.justice.gov/opa/pr/departments-justice-and-health-and-human-services-announce-record-breaking-recoveries-0
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frequently found against health care providers claiming more
money than they are entitled to.40

As the Patient Protection and Affordable Care Act
(“ACA”) became law, the United States started to focus on the
soaring costs of the health care industry.4l The ACA is an
attempt to provide affordable coverage to Americans by
creating new tax credits and new marketplaces where
competition will lead to better prices and better results.42 In
the Ponemon Institute’s “Benchmark Study on Patient
Privacy & Data Security”, two-thirds of health -care
organizations feel the new law increases the risk of data
breaches.43 Beginning in 2012, ACA section 1561 called for
the standardization of billing and the adoption and
1mplementation of an electronic exchange of health records.44
The ACA increases the concerns over the “exchange of
patient information between [healthcare] providers and
government organizations.”45 The call for increased
electronic health records (“EHR”) combined with
organizations’ poor security practices place patient
information at risk.46  Organizations must take more
responsibility under the ACA to protect patient information.
For example, data encryption should be mandatory for any
company device that leaves the office. The ACA’s effects on
patient information data breaches have yet to materialize,
but providers, patients, and the government must do more to
protect patient information.

40 U.S. Dep’t of Health and Human Servs, Medicare Fraud & Abuse,
(Aug. 2014), httpsi//www.cms.gov/Outreach-and-Education/Medicare-
Learning-Network-
MLN/MLNProducts/downloads/Fraud_and_Abuse.pdf.
[https://perma.cc/RX6U-7V6Y].

41 Health Care that Works for Americans, WHITEHOUSE.GOV,
http://www.whitehouse.gov/healthreform/healthhealthhealthcare-
overview [http://perma.cc/WARP-HCA®6] (last visited Feb. 7, 2016).

42 Jd

43 Jeffrey Bendix, Healthcare Data Breaches Decline, but ACA Could
Be  Increasing  Risks, MED. EcoN. (May 15, 2014),
http://medicaleconomics.modernmedicine.com/medical-
economics/content/tags/affordable-care-act/healthcare-data-breaches-
decline-aca-could-be-inc?page=full [http://perma.cc/SPHJ-FWBW].

4442 U.S.C. § 300jj-51 (2015).

45 Bendix, supra note 43.

46 Jd


http://www.whitehouse.gov/healthreform/healthcare-overview
http://www.whitehouse.gov/healthreform/healthcare-overview
http://medicaleconomics.modernmedicine.com/medical-economics/content/tags/affordable-care-act/healthcare-data-breaches-decline-aca-could-be-inc?page=full
http://medicaleconomics.modernmedicine.com/medical-economics/content/tags/affordable-care-act/healthcare-data-breaches-decline-aca-could-be-inc?page=full
http://medicaleconomics.modernmedicine.com/medical-economics/content/tags/affordable-care-act/healthcare-data-breaches-decline-aca-could-be-inc?page=full
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B. European Issues With Health Record Data Breaches

The United States is not alone in experiencing patient
information data breaches. In a 2014 study, by the Central
European University’s Centre for Media, Data and Society
(CMDS) reported that shows the European Union’s twenty-
eight countries of the EU have suffered 229 known data
breaches “covering 227 million personal records.”4” However,
the European Union addresses individual privacy rights
much differently than the United States does.

The EU acknowledges privacy as a fundamental right.48
European institutions have a difficult time defining what the
right entails and instead take “a piecemeal approach to
defining private life, rather than providing a general or
exhaustive definition.”49 Although the right to privacy has
not been given a general definition, the EU has passed
several directives to bring the right into the twenty-first
century. For example, the 2002 E-Privacy Directive requires
breaches of personal data to be reported to national
authorities and may help provide a clearer picture on the
actual number and scope of breaches in KEuropean
countries.?® Finally, the EU encourages the adoption of
EHRs and confirmed the broad application of privacy
protections.5! These directives and suggestions promoted the
access of information across various countries. While the

47 John E. Dunn, Europe Suffered 229 Public Data Breaches Since
2004, IDG  NEWS  SERV. (Oct. 13, 2014), http:/
www.techcentral.ie/european-suffered-229-public-data-breaches-since-
2004-study-suggests/ [http://perma.cc/SKCP-QJS8Z].

4% See Convention for the Protection of Human Rights and
Fundamental Freedoms art. 8, Nov. 4, 1950, 213 U.N.T.S. 222, 230
[hereinafter Convention].

49 H. Tomas Goémez-Arostegui, Defining Private Life Under the
Furopean Convention on Human Rights by Referring to Reasonable
Expectations, 35 CAL. W. INT'L L.J. 153, 154 (2005).

50 Directive 2002/58/EC of the European Parliament and of the
Council of 12 July 2002 Concerning the Processing of Personal Data and
the Protection of Privacy in the Electronic Communications Sector, 2002
0.J. (L 201) 37 [hereinafter E-Privacy Directive].

51 Janine Hiller, et al., Privacy and Security in the Implementation of
Health Information Technology (Electronic Health Records): U.S. and EU
Compared, 17 B.U. J. ScI. & TECH. L. 1, 2 (2011).
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United States also seems to be pushing to make EHRs the
predominate form of record keeping through the HITECH
Act, unfortunately they have not been able to promote
patient privacy on the same level as the EU.

II. BACKGROUND

A. Development of the European Union’s Right
to be Forgotten

European and American ideas on individual privacy have
gone in opposite directions. In 1950, the European
Convention for the Protection of Human Rights and
Fundamental Freedoms declared that, “[e]veryone has the
right to respect for his private and family life, his home and
his correspondence.”®® In 1995, the EU made the Data
Protection Directive into law, which includes the principal
creating the right of erasure.53 The right of erasure allows a
subject to erase data, which is “incomplete, inaccurate, or
stored In a way incompatible with the legitimate purposes
pursued by the controller.”>¢ Additionally, Article 12 of the
Data Protection Directive reads, “[mlember states shall
guarantee every data subject the right to obtain from the
controller . . . as appropriate the rectification, erasure or
blocking of data....”  Furthermore, Article 2 defines
“controller,” as “the natural or legal person, public authority,
agency or any other body which alone or jointly with others
determines the purposes and means of the processing of
personal data.”® The directive allows individuals some

52 See Convention, supra note 48.

53 Factsheet on the “Right to be Forgotten” Ruling, European
Commission, (C-131/12), http://ec.europa.eu/justice/data-protection/files/
factsheets/factsheet_data_protection_en.pdf. [https://perma.cc/S33F-
NWHA].

54 Directive 95/46/EC of the European Parliament and of the Council
of 24 October 1995 on the Protection of Individuals with Regard to the
Processing of Personal Data and on the Free Movement of Such Data,
1995 0.J. (L 281) 32 [hereinafter EU Data Protection Directive].

5 Id. at art. 12.

56 Id. at art. 2.
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control over the data that is processed by corporations and
other entities.

The EU Data Protection Directive would have little to no
authority if it did not apply to non-EU companies, and thus,
1t applies to any company that may reach within the EU. In
1991, the EU council adopted recommendations governing
the flow of data across its borders.?” The adoption of these
recommendations is especially important when dealing with
foreign companies possessing data of EU citizens.

Additionally, Article 8 of the EU Data Protection
Directive prohibits the processing of personal data,
“concerning health or sex life.”?® The EU Data Protection
Directive formed the Article 29 Working Party, as an
advisory board on data protection.?® The Article 29 Working
Party issued the Working Document on the Processing of
Personal Data Relating to Health in Electronic Health
Records.60 The report applies privacy principles to health
records and “recommends [the] adoption of eleven specific
legal protections to protect individual health privacy.”6! The
report characterizes health data as being relevant to the
treatment of the patient. Otherwise, it should not be
included in the patient’s medical file.62 While these examples
do not represent health data, they provide identifiable
information that may trace de-identified health data back to
the patient. Such information may hold relevance to a
patient’s history but often not to the patient’s health.
However, there are some exceptions where the information is
extremely relevant. For example, a factory worker exposed
to asbestos for thirty years will be relevant to the fact that
the worker suffers from mesothelioma.

57 Recommendation No. R (91) 10 of the Committee of Ministers to
Member States on the Communication to Third Parties of Personal Data
Held by Public Bodies, COUNCIL OF EUROPE (Sept. 9, 1991), available at
https://wed.coe.int/com.instranet.InstraServlet?command=com.instranet
.CmdBlobGet&Instranetlmage=572401&SecMode=1&Docld=597936&U
sage=2 [http://perma.cc/ N3RB-39HU].

58 EU Data Protection Directive, supra note 54.

59 Hiller, et. al, supra note 51 at 21.

60 Jd.

61 Jd.

62 Jd.at 22.
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The EU system represents a huge victory for individual
privacy rights by giving the individual control over what
information the medical provider may collect and store. In
1980, the Organization for Economic Cooperation and
Development (“OECD) issued Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data (OECD
Privacy Guidelines”).63 The OECD Privacy Guidelines
operate on the principle of limiting data collection and use for
only specific purposes.f¢ It is noted that the guidelines put
forth principles such as: “limitation of data collection,
maintenance of data quality, specification of the collection
purpose, limitation of data use to that specified purpose,
adequate security, transparency, individual access to and
control of data collected, and accountability.”65 In 1998, with
the rapidly improving technological world the OECD
reexamined the principles and reaffirmed their application.66
However, OECD Privacy Guidelines remain limited in their
application to health data. To protect individuals’ health
data, the European Union decided to address this issue.

In 2012, the European Union put forth a proposal to
further protect individuals’ privacy rights. The Proposal
provides Article 17 the “Right to be forgotten and to
erasure.”®” Three sections compose Article 17’s right to be
forgotten and to erasure. First, Section 1 provides
individuals with the “right to obtain from the controller the
erasure of personal data relating to them and the abstention
from further dissemination of such data, especially in

63 OECD, Guidelines on the Protection of Privacy and Transborder
Flows of Personal Data (Paris 1981), available at http://
www.oecd.org/sti/ieconomy/oecdguidelinesontheprotectionofprivacyandtr
ansborderflowsofpersonaldata.htm [https:/perma.cc/2RNS8-P425].

64 I

65 Hiller, et. al., supra note 51 at 20.

66 See OECD, Protection of Privacy and Personal Data, OECD.GOV,
http://www.oecd.org/document/26/0,3343,en_2649_34255_1814170_1_1_
1_1,00.html [http:/perma.cc/KSLA-GGWK] (last visited on Feb. 7, 2016).

67 Proposal for a Regulation of the European Parliament and of the
Council on the Protection of Individuals with Regard to the Processing of
Personal Data and on the Free Movement of Such Data, COM (2012) 11
final (Jan. 25, 2012), available at http://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52012PC0011&from=EN
[http://perma.cc/4ZY8-82A4] [hereinafter General Data Protection
Regulation].
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relation to personal data which are made available by the
data subject while he or she was a child.”®® Section 2 includes
the obligation of the controller who has made the information
public to inform third parties of the data subject’s request “to
erase any links to, or copy or replication that personal
data.”®® Section 3 charges the controller to take down the
information “without delay” and creates exceptions where
retention of personal data is necessary.’? The exceptions
include the exercise of “freedom of expression” such as works
designated as artistic, literary, or journalistic; public health
interest; “historical, statistical, and scientific research”; and
retention of personal data by the EU or member state under
state law.7!

The General Data Protection Regulation was designed to
meet the rapid advances in technology and provide
individuals with protections against companies that make
use of personal data.”? The regulation’s purpose is to build
trust in the online environment to propel economic
development; and as of April 14, 2016, the General Data
Protection Regulation passed into law.”® The right to be
forgotten had little authority over the various corporations
doing business in the EU, until 2013 when Spanish courts
decided a case with immense implications to the right.

In 2013, the Spanish courts decided Google Spain SL,
Google Inc. v. Agencia Espanola de Proteccion de Datos,
Mario Costeja Gonzalez. The decision required internet
search engines to consider individual requests to remove
links to freely accessible web pages resulting from a search
of the individual’s name.” The case was brought by a man

68 Id. at art. 17.

69 Jd.

7 [d.

7 Jd

2 Jd

73 Zlata Rodionova, KU Data Protection Regulation Passes in
Brussels Giving Citizens Right to be Forgotten Online, (April 14, 2016),
http://www.independent.co.uk/news/business/news/european-union-s-
general-data-protection-regulation-privacy-facebook-data-eu-law-online-
web-a6984101.html. [https://perma.cc/3RQX-4XTU].

74 Case C-131/12, Google Spain SL v. Agencia Espafiola de Proteccion
de Datos, (AEPD), 2013 ECLI:EU:C:2014:616 (May 13, 2014), available
at
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whose name was printed in an announcement of a newspaper
widely circulated throughout Spain in connection with a
property that was up for auction due to Social Security
debts.” The man was named as the owner.7¢ At a later date,
an electronic version of the newspaper was made available.””
In 2009, the man searched for his name on Google and found
the newspaper announcements from eleven years prior.78
The man asserted Article 12 of the EU Data Protection
Directive as the basis of his argument to require Google to
erase the search results.”™

In its decision, the court reasoned that while the General
Data Protection Regulation in Article 17 provides for a right
to be forgotten, it does not represent a codification of current
law.80 However, the court did find that the right of erasure
is valid when Google, acting as a processor of personal data,
infringes on the privacy rights of the data subject.8! The
decision gives real authority to the EU Data Protection
Directive Article 12, recognizing the right to erasure in the
EU common law. Furthermore, the decision requires U.S.
companies to adhere to this right to be forgotten when
operating within the EU. It remains to be seen the impact
this will have on U.S. companies’ operations within the EU
and if the right to be forgotten will impact the companies’
data policies within the United States.

The Google Spain SL decision draws parallels to the
United States’ Supreme Court decision in Griswold v.
Connecticut which began the constitutionally recognized
right of privacy in the United States.82 In Griswold,

http://curia.europa.eu/juris/document/document.jsf?text=&docid=152065
&doclang=EN [perma.cc/9M35-KEV6] [hereinafter Google Spainl].

75 Jd.

76 Id.

7 Id.

78 Jd.

7 Id. (asserting in the complaint by Mr. Gonzalez that the
proceedings that gave rise to the announcements had been resolved
several years prior and were no longer relevant. The, though the court
found that the newspaper publishing the announcements were right to
do so but upheld the complaint against Google Spain and Google, Inc.).

80 [d.

81 Jd

82 Griswold v. Connecticut, 381 U.S. 479 (1965).



2016 THE RIGHT TO BE FORGOTTEN: APPLYING EUROPEAN 595
PRIVACY LAW TO AMERICAN ELECTRONIC

HEALTH RECORDS

Connecticut had a statute that mandated any individual be
fined who used “any drug, medicinal article or instrument
for the purpose of preventing conception.”83 Griswold, the
Executive Director of the Planned Parenthood League of
Connecticut, provided information and drugs to married
persons for the “purpose of preventing contraception.”84 She
was subsequently fined for her actions.85 The Court found
the Bill of Rights and its Amendments create “zones of
privacy.”’8¢ For example, the Fourth Amendment provides an
individual’s right from “unreasonable searches and seizures”
of their homes.8” The Court found the constitutionally
guaranteed zones of privacy extended to marital privacy.s8
Griswold, much like Google Spain in the EU, represents the
beginning of constitutionally protected privacy rights in the
United States.

In applying the EU Data Protection Directive to the
health care industry, Article 29 of the Data Protection
Working Party is dispositive for the EU health care industry.
Under Article 29, the Working Document on the Processing
of Personal Data Relating to Health in Electronic Health
Records provides requirements for health information
gathered by health care professionals in electronic form.89
Health information gathered must be for the purposes of
“preventive medicine, medical diagnosis, the provision of care
or treatment or the management of health-care services” the
health professional processing the information must be
bound by law or professional rules to professional secrecy or
the ‘equivalent.’@0

83 Id. at 480 (citing now repealed CONN. GEN. STAT. § 54-196 (1958)).

84 Id

8 I

86 Jd. at 484.

87 Id. at 484.

88 Jd at 485. The constitutionally guaranteed zones of privacy are no
longer applicable. In subsequent cases the zones of privacy have been
replaced and a right to privacy has been founded in the 14th Amendment’s
Due Process Clause. See Roe v. Wade, 410 U.S. 113 (1973), note 96.

89 Article 29 of Directive 95/46/EC, Working Document on the
Processing of Personal Data Relating to Health in Electronic Health
Records (EHR), 2007 O.J. (WP 131), available at http://
ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp131_en.pdf
[http://perma.cc/E6SY-95PA] [hereinafter Article 29].

90 I
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The EU created eHealth as its electronic health record
database.?” The eHealth database provides Europeans with
access to their medical data while incorporating the right of
individuals to have their medical data safely stored on an
accessible online health care system.%2 European EHRs
require prior patient consent, but once given, providers can
freely access, store, and transmit the information.%3 The
main obstacle to eHealth’s success is concern over data
protection and privacy.%4 Similar to the concerns in the
United States electronic health record system, in the EU
“there 1s still lack of trust in the security of the system and
[patients] are reluctant to use it.”® This distrust stems from
a concern over access to the information.?¢ Additionally,
patients and providers express concerns on data privacy but
also concern on “overly strict data protection.”9” To combat
these concerns, the eHealth stakeholders put forth
recommendations as to how to properly secure patient
information.8 One recommendation, guaranteeing privacy
and data protection, grants patient’s control over their own
medical file.9 The patient is in charge of his or her own file,
allowing the patient to “log-in” and inspect it.100 The EU
finds the option to access one’s own information as a
fundamental right under the EU Data Protection
legislation.’?  The United States should grant patients

91 Directive 2011/24/EU, of the European Parliament and of the
Council of 9 March 2011 on the Application of Patients’ Rights in Cross-
Border Healthcare O.J. (I 8845) [hereinafter Directive on Cross-Border
Health carel].

92 PATIENT ACCESS TO ELECTRONIC HEALTH RECORDS, EHEALTH
STAKEHOLDER  GROUP, 1 (2013), available  at  httpi//
ec.europa.eu/newsroom/dae/document.cfm?doc_1d=5169 [http://
perma.cc/8G6P-YNWQ] [hereinafter EHEALTH REPORT].

93 Id. at 2-3.

94 I

95 Id. at 3.

9 Jd. Most concern is over the “who and how” of data access.
Stakeholders remain tentative, because EHRs carry a general
uncertainty of who is responsible for the information.

97 Id. at 4.

98 Id. at 14.

9 Id

100 Jd.

101 Jd.
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similar access to their own files. This way the patient will
have the opportunity to become more involved in their
recordkeeping and have some sense of security even if it is
small.

However, it is argued that “an EHR in the United States
will challenge the presumption of privacy preservation.”102
With records easily transferable between providers, the
individual’s ability to maintain privacy is limited. This is a
problem in the EU as well, but if the recommendations
presented by eHealth take hold, then the patient will be able
to see who accessed their information and for what
purpose.l9 Yet, with the increase in medical data breaches,
EHRs should strengthen the presumption of privacy. If the
United States health care industry cannot protect health
records, then the decision of what non-treatment related
information is in the records should be made by individuals.

B. Development of the United States’ HIPAA Law

The United States codified its concern for privacy in the
various Amendments constituting the Bill of Rights. For
example, the Fourth Amendment protects against
unreasonable search and seizures!®® and the First
Amendment’s freedom of association.195 With Griswold v.
Connecticut, the seminal case on U.S. privacy rights, the
Supreme Court recognized a constitutional right to
privacy.19  Griswold began a snowball effect for privacy
rights, including Roe v. Wade'®7 and Cruzan v. Director,
Missouri Department of Health.19® However, the Court has

102 Hiller, et al., supra note 51 at 23.

103 EHEALTH REPORT, supra note 92.

104 J.S. Const. amend. IV.

105 J.S. Const. amend. I.

106 Griswold v. Connecticut, 381 U.S. 479, 485 (1965).

107 Roe v. Wade, 410 U.S. 113 (1973). In this right to abortion case,
the Court found “the right [of privacyl...includes the right of a woman to
decide whether or not to terminate her pregnancy.” /d. at 170.

108 Cruzan v. Dir., Mo. Dep’t of Health, 497 U.S. 261 (1990). In this
end of life