FLUSHING OUT GAPS IN CRITICAL INFRASTRUCTURE:
CYBERSECURITY IN WATER UTILITIES

LINDSEY WEBB*
INTRODUCTION

On October 3, 2024, American Water, the largest water utility in the United
States, was hit by a cyberattack.! American Water provides services in fourteen
states, to eighteen military installations, and to over fourteen million people.>
As a result of the cyberattack, American Water had to disconnect certain
systems that stopped its billing and customer portal for over a week, causing
consumer concern as to the reliability of their water.®> Attacks such as this one
raise concerns as to what utilities are doing to protect their operational
technology (OT) and information technology (IT) systems as cyberattacks are
increasing in frequency and severity across the United States.* This incident also
captures another issue: the cyber-safety standards set by federal and state
regulators for utilities.

The Presidential Policy Directive on Critical Infrastructure Security and
Resilience, published by President Barack H. Obama in 2013, advanced a
national unity of effort to “strengthen and maintain secure, functioning, and
resilient critical infrastructure.” This Directive identified both energy and water
as critical infrastructure sectors.® Critical infrastructure sectors are systems
“considered so vital to the United States that their incapacitation or destruction
would have a debilitating effect on security, national economic security,
national public health or safety, or any combination thereof.”’ Therefore,
President Obama’s 2013 Executive Order 13636 for Improving Critical
Infrastructure Cybersecurity declares it is United States policy “to enhance the
security and resilience of the Nation’s critical infrastructure and to maintain a
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cyber environment that encourages efficiency.”® Through the Executive Order,
President Obama directed the National Institute of Standards and Technology
(NIST) to develop a “Cybersecurity Framework.” Specifically, Section 7(a) of
Executive Order 13636 provides that “[t]he Cybersecurity Framework shall
include a set of standards, methodologies, procedures, and processes that align
policy, business, and technological approaches to address cyber risks. The
Cybersecurity Framework shall incorporate voluntary consensus standards and
industry best practices to the fullest extent possible.”!® Upon development,
federal agencies are required to apply the Cybersecurity Framework to manage
cybersecurity risks.!! The NIST Cybersecurity Framework’s broad applicability
across critical infrastructure sectors, coupled with its voluntary nature, generates
security and resilience gaps for general industry issues.!?

To address the cybersecurity and resilience of the electric grid specifically,
the North American Electric Reliability Corporation (NERC) created the
Critical Infrastructure Protection (CIP) Reliability Standards, which are
enforced by the Federal Energy Regulatory Commission (FERC) through
penalties and fines under the authority of the Department of Energy.'* Although
derived from the NIST Framework, the NERC CIP Reliability Standards cut
more tailored requirements and mandate more specific compliance
deliverables.'* For example, the NIST Framework says that electric utilities
should have an asset inventory to help managers understand which assets are
deployed to avoid service interruptions; however, the NERC CIP Reliability
Standards say that electric utilities should identify critical assets (control
centers, transmission stations, generators, etc.) and then identify cyber assets at
those locations that could impact the ability of those critical assets to operate.'
By identifying and enforcing express cyber-hygiene baselines for the bulk
electric systems in North America, FERC better addresses foreseeable and
significant cyber vulnerabilities than the Cybersecurity Framework alone.

As the 2024 cyberattack on American Water makes clear, security concerns
are especially relevant to the infrastructure of water utilities in the United States.
Indeed, Congress, through the Safe Drinking Water Act (SDWA), has identified
the presence of cyber vulnerabilities and encouraged cyber-hygiene of
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community water systems.'® To do so, the SDWA requires each community
water system to prepare and certify a Risk and Resilience Assessment and an
Emergency Response Plan that includes “strategies and resources to improve
the resilience of the system, including the physical security and cybersecurity of
the system.”!” If a water utility does not qualify as a community water system,
the Environmental Protection Agency (EPA) will provide voluntary guidance
for them to follow.'® Although community water systems are required to
perform a Risk and Resilience Assessment and prepare an Emergency Response
Plan, these processes are analogous to those of the NIST Framework and the
voluntary guidance provided by the Cybersecurity and Infrastructure Security
Agency (CISA) in both scope and detail.!* Additionally, it is a crucial time to
be considering the scope of cyber-hygiene in the water-utility space, as the
Office of Inspector General for the EPA has recognized: “[i]f malicious actors
exploited the [identified] cybersecurity vulnerabilities, . . . they could disrupt
service or cause irreparable physical damage to drinking water infrastructure.”?
This Note argues that, because the current state of cybersecurity
requirements for water utilities does not adequately address foreseeable and
significant cyber vulnerabilities, Congress should enact the legislation proposed
as H.R. 7922. The proposed legislation establishes an organization to develop
risk and resilience requirements for the water sector. This Note further argues
that defining cybersecurity baselines for water utilities in a risk-based approach,
like the NERC-CIP Reliability Standards for the electric grid, would better
enhance the security and resilience of the Nation’s critical infrastructure. Part I
of this Note explains the various types of water utilities, threats to OT and IT
systems, and public interest concerns when critical infrastructures are at the
mercy of a cyber-incident. Part II then considers the utility governing authorities
and different approaches taken across critical infrastructures in enhancing
security and resilience through cyber-hygiene. Part III argues that the water
utility compliance-based approach to cyber-safety remains deficient. Part IV
describes how moving toward a risk-based approach and enacting H.R. 7922
would be an avenue that more effectively addresses cyber vulnerabilities.

I. WATER UTILITY TYPES AND CYBER-THREATS

By recognizing which water utilities fall under SWDA compliance-based
certification and identifying sector-specific cyber-threats, H.R. 7922 foresees
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and prevents significant cyber vulnerabilities that threaten reliable public
drinking water. Therefore, as the current state of cybersecurity requirements for
water utilities does not adequately address these sector-specific foreseeable and
significant cyber vulnerabilities, Congress should enact H.R. 7922.

A. Various Types of Water Utilities

The SDWA was established by Congress to protect the quality of drinking
water in the United States.?' The SDWA does so by requiring the EPA to
promulgate national regulations for contaminants that may pose health risks and
are likely to be present in public water supplies and then allowing states to
exercise enforcement authority.”> The SDWA defines the term “public water
system” as:

a system for the provision to the public of water for human consumption
through pipes or other constructed conveyances, if such system has at
least fifteen service connections or regularly serves at least twenty-five
individuals. Such term includes (i) any collection, treatment, storage,
and distribution facilities under control of the operator of such system
and used primarily in connection with such system, and (ii) any
collection or pretreatment storage facilities not under such control
which are used primarily in connection with such system.?

There are three types of public water systems. First, a community water system
is “a public water system that—(A) serves at least [fifteen] service connections
used by year-round residents of the area served by the system; or (B) regularly
serves at least [twenty-five] year-round residents.”?* Community water systems
serve most Americans and include roughly 52,000 systems.?® Examples include
municipal water supplies, neighborhoods providing their own water, and mobile
home parks.?

Second, a non-transient non-community water system is “a system that is
not a Community Water System and regularly serves the same twenty-five (25)
or more persons at least six (6) months per year.”?’ There are approximately
85,000 non-transient non-community water systems in operation in the United
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States.?® Examples include schools, factories, and churches, which provide
water to the same population as a community water system but does not do so
continuously over a calendar year.?

The third type of public water system is a transient non-community water
system. A transient non-community water system is “a system that is not a
Community Water System and does not regularly serve at least twenty-five (25)
of the same persons over six (6) months per year.”*° There are roughly 18,000
transient non-community water systems in the United States.3! Examples
include gas stations, grocery stores, and campgrounds where water is accessible
to the public but not necessarily the same people.*?

Showing how water utilities may range in size and organization within a
single state, Indiana has three main types of community water systems. First, a
conservancy district utility is created when landowners, through a circuit court
process, organize a not-for-profit special taxing district to provide water services
within that district.>* Valparaiso Lakes Area Conservancy District, for example,
provides water, well, and sewer services to residents in the 2,623-acre watershed
area north of Valparaiso.**

Second, a community water system in Indiana may be an investor-owned
utility, which “can be a private company where only a selection of people can
invest, a publicly traded company where anyone can be a shareholder, or a
subsidiary of a larger private or public company.”** For example, Indiana
American Water is a publicly traded water utility company serving over one
million people throughout seven Indiana counties.*

Third, a community water system may be a municipal utility, which is where
a city or town acquires, owns, or operates its own water utility overseen by a
town council or similar legislative body.*” For example, Rising Sun Municipal
Utilities provides water to the City of Rising Sun’s 1,600 residential and
commercial consumers.*® Through these examples, it is clear there is a large
range in size and organization of water utilities within Indiana. With water
utilities having diverse goals, few compliance-based expectations, and no
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required risk-based cyber-hygiene baselines, drinking water is increasingly
vulnerable to cyber-threats.

B. Cyber-threats: Social Engineering, Outdated Technology, and Ransomware

Because of rapidly increasing cyber-threats, such as social engineering (e.g.,
phishing scams) and outdated technology creating opportunities for malware
installation, protecting water utilities from cyber-threats demands a multi-
faceted strategy merging advanced technology, employee training, and strong
cybersecurity policies.>” Based on the accumulation of incidents, the EPA stated
that “a cyberattack on a vulnerable water system may allow an adversary to
manipulate operational technology, which could cause significant adverse
consequences for both the utility and drinking water consumers.”** The
potential adverse consequences include “disrupting the treatment, distribution,
and storage of water for the community, damaging pumps and valves, and
altering the levels of chemicals to hazardous amounts.”*!

On October 8, 2024, the Office of Inspector General for the EPA identified
ninety-seven drinking water systems, serving approximately twenty-seven
million people, as having critical cybersecurity vulnerabilities. > That
investigation accentuates the imperative to understand the types of cyber-threats
that face water utilities, address potential adverse consequences, and implement
strategies to encourage cyber-hygiene. As a deficiency of cyber-hygiene results
in significant public safety risks, water utility cyber-hygiene initiatives must be
implemented and enforced.

A cyber-threat that can be prevented by advanced technology, employee
training, and strong cybersecurity policies is a social engineering campaign.
Social engineering exploits vulnerabilities by tricking people into responding to
phishing emails or sharing personal and professional information that helps
threat-actors impersonate them.** Phishing campaigns are becoming increasingly
convincing. Indeed, the “all-threats security information source” for water
sectors, the Water Information Sharing and Analysis Center, has been made
aware of two cyberattack attempts within six months that targeted Maine water
operators with emails asking employees to click a link to “verify” information
or risk having their water license revoked.** Addressing social engineering
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vulnerabilities through increased employee education can help prevent adverse
consequences.

Additionally, operating on outdated technology leaves water utilities
vulnerable to attack. Water utilities have outdated technology because facilities
tend to “allocate resources to physical infrastructure in need of replacement or
repair (e.g., pipes) rather than IT/OT infrastructure.”® As outdated technology
often lacks both the processing power and memory to run the latest necessary
security features to protect against modern-day malware, threat-actors can
leverage such vulnerabilities and compromise critical devices or systems.*® The
common use of outdated control systems exposes industrial control systems,
such as human-machine interfaces, to public wireless networks where foreign
actors can use a variety of techniques to gain remote access and make changes
to the underlying OT.* For example, threat-actors can exploit a Remote
Desktop Protocol that is insecurely connected to the Internet to infect a network
with ransomware, which “may lead to loss of system control, denial of service,
or loss of sensitive data.”™®

Ransomware in particular is an increasing type of cyber-threat to water
utilities.*’ Threat-actors leveraging social engineering or outdated technology
can gain unauthorized access to a computer system, software, or electronic data
and install malware designed to disable or block access until a ransom is paid.>
For example, in 2021, a string of ransomware attacks targeted Supervisory
Control and Data Acquisition servers, which required the water utilities to run
their treatment systems manually until the invasions could be investigated and
cleared.’! A Supervisory Control and Data Acquisition system monitors water
levels, turns pumps on or off to move water through pipes, adds chemicals, and
adjusts water pressure.>? Thus, protecting the Supervisory Control and Data
Acquisition systems from threat-actors should be a prioritized cyber-hygiene
practice, as altering those systems can have significant and detrimental impacts
on consumers, such as stopping water distribution or adding dangerous
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chemicals to drinking water.*®> By keeping technology up to date, training
employees on cyber risks, and developing strong cybersecurity policies, water
utilities can help prevent adverse consequences caused by ransomware. Because
cyberattacks on water utilities threaten public safety and health, strong cyber-
hygiene initiatives must be implemented and enforced across the water sector.

C. Public Interest Concerns

In the wake of cyber-threats, people throughout the United States face
significant public health and safety concerns. Water utilities and governmental
units running them also face economic strife because of the potential aggregate
adverse effects of cyberattacks disrupting the reliability of water utilities.
Section 1433 of the SDWA defines resilience against cyber-attacks as “the
ability of a community water system or an asset of a community water system
to adapt to or withstand the effects of a malevolent act . . . without interruption
to the asset’s or system’s function, or if the function is interrupted, to rapidly
return to a normal operating condition.”** When a water utility’s asset or system
is interrupted, the water utility must continue to meet consumer demands
through the implementation of an effective, resilient, and sector-specific
Emergency Response Plan to reliably ensure safe consumer drinking water.

Reliability and resiliency are interconnected to support not only the
individual customer but also the entire nation. Many water utilities strategically
allocate capital infrastructure investments toward emerging technological
interventions to improve the efficiency and reliability of key processes like
water purification, bulk transfer, and storage processes.”> However, the benefits
of increased digitization, connectivity, and greater flexibility also introduce
significant cybersecurity risks.

The main technological integration that increases risk is the swift
convergence of IT and OT systems through the adoption of the Industrial
Internet of Things (IIoT).>” The IIoT is “a network of intelligent devices
connected to form systems that monitor, collect, exchange and analyze data . . .
to enhance manufacturing and industrial processes.”® Although IloT predictive
maintenance and asset tracking results in increased efficiency, it also increases
security risks.*® The biggest risks associated with IIoT are the commonality of
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IIoT devices continuing the use of default passwords; transmitting data as clear
text, making it easy for a threat-actor to intercept the data; and, having other
resources and devices within the connected network readily accessible, which
enables threat-actors who have obtained access to launch systemic attacks
through the insecure IIoT device.® Many water utilities have placed their
devices on an IloT, connecting OT devices, such as water pumps, to IT resources
to automate and regulate their operations cost-effectively. ¢! When this
connection is made without cybersecurity protections, threat-actors will attempt
to and may succeed in logging into the water utility firewall. The city of Hale
Center, Texas, encountered this risk in January 2024, when a threat-actor was
able to log into the firewall, and water overflowed into the city.** Because
cyberattacks impact how drinking water utilities function, the EPA says that
water system managers need to “know when their treatment systems, pumps,
valves, tanks, etc. are being compromised, how to stop an attack, and how to
recover so that safe and full service can be returned to the community.”® By
recognizing the nexus between reliability and resilience, water utilities can
identify the developing risks and implement protocols to ensure public health
and safety concerns, and economic strife, do not result from cyberattacks.
Because safe drinking water is imperative for public health and safety,
proper cyber-hygiene should be implemented to increase water utility resiliency.
Water utilities of all sizes are vulnerable targets for threat-actors because if
reliability faulters, there is a potential to “disrupt civilian infrastructure and
cause widespread panic.”® Over ninety-two percent of the nation supplied by
community water systems consistently receive drinking water that meets all
health-based standards, but threat-actors have the potential to alter the levels of
chemicals to hazardous amounts.®® For example, on February 5, 2021, threat-
actors obtained unauthorized access to the Supervisory Control and Data
Acquisition system of a water treatment facility in the city of Oldsmar and
increased the levels of sodium hydroxide in the water.® If the water treatment
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personnel had not been able to identify and mitigate this cyberattack when they
did, the 15,000 people drinking the Oldsmar City water would have been
severely sickened.®’

In addition to the health concerns, there are nationwide public interest
concerns with the potential for economic strife that can result from cyberattacks
on such a critical infrastructure. The Value of Water Campaign’s economic
impact analysis found that on a national level, “a one-day disruption in water
service represents an aggregate daily loss of $43.5 billion in sales and $22.5
billion in GDP. For context, an eight-day national disruption in water service
would amount to a one percent loss in annual GDP—putting roughly 1.9 million
jobs at risk.”®® To prevent a disruption in water services, water utilities must do
all that they can to mitigate cyber vulnerabilities through cyber-hygiene. The
costs for larger water utilities can be millions to recover data and fix infected
systems. For smaller water utilities, because they do not have the same number
of resources or personnel to help with recovery, the costs of a cyberattack can
cripple their operations. But ultimately, the costs of a cyberattack will be borne
by the consumer in their water rate prices. Therefore, the potential adverse
aggregate effects of an unreliable water utility, as a result of cyber-threats, are
felt in both public health and safety concerns and economic strife. To ensure
reliability and mitigate cyber vulnerabilities, water utilities should not only
understand what the standard of cyber-hygiene is but also how those standards
are governed and enforced.

II. HOwW WATER UTILITIES ARE APPROACHING CYBERSECURITY

By understanding the broad federal agency guidance for cyber-hygiene and
comparing the EPA compliance-based approach to cybersecurity for water
utilities with the risk-based approach of the NERC CIP Reliability Standards for
the electrical grid, it becomes clear that EPA’s “checking a box” approach is
not ideal for addressing foreseeable cyber-vulnerabilities within such a critical
infrastructure. Therefore, because the current compliance-based cybersecurity
requirements for water utilities do not adequately address these significant
vulnerabilities, Congress should enact H.R. 7922, which would create sector-
specific risk-based approaches to water utility cybersecurity.
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A. A Patchwork of Federal Agency Guidance

The Presidential Policy Directive on Critical Infrastructure and Resilience
intentionally provided a broad approach to cybersecurity to be applicable across
all sectors through its identification of sixteen critical infrastructure sectors.®
The Directive created room for sector-specific engagement and support but
failed to delegate an adequate standard for agencies to create specific guidance
or implementation standards.”® As a result, there is a patchwork of federal
guidance aimed at improving cyber-hygiene across critical infrastructures,
which falls short of sector-specific needs when implemented without a specific
sector in mind. The most notable support agencies are NIST, as it pioneered
cybersecurity guidance in critical infrastructures; CISA, as it developed
additional performance goals and serves as a resource for reporting
cyberattacks; and the Federal Bureau of Investigation (FBI), as it leads the
investigation process for cyberattacks against critical infrastructures.”!

Although NIST provides cybersecurity standards, guidelines, and best
practices to prioritize and address cybersecurity risks, it does not specify actions
for meeting those outcomes.” The NIST Framework, created from the direction
of Executive Order 13636, maintains its “level of detail and specificity . . . [so
that it remains] scala[ble] and flexib[le]” for a wide range of organizations.”® As
this flexibility allows for the NIST Framework to be adopted in all sixteen
critical infrastructure sectors, the ‘“one-size-fits-all” approach cannot
sufficiently address cybersecurity concerns in sector-specific circumstances.
Therefore, the NIST Framework leaves significant gaps in cyber safety for
critical infrastructures that do not adopt additional cyber-hygiene methods. For
example, NIST’s Quick Start Guide for analyzing gaps and creating an action
plan asks entities to “establish, test, deploy, and maintain hardened baselines
that enforce the organization’s cybersecurity policies and provide only essential
capabilities.””* By presenting procedural instructions without a scaffolding of
concrete criteria, the guidance creates loose compliance standards that cause
resource-constrained critical infrastructures, such as municipal water utilities, to
be disadvantaged.

With the NIST Framework as a jumping-off point, CISA collaborates with
state and local partners as well as other agencies to defend against cyber-threats

69. PPD 21, supra note 5, at 114-15.

70. See id.

71. See id.

72. Frequently Asked Questions, NAT’L INST. OF STANDARDS & TECH. (Sep. 24, 2024), https://
www.nist.gov/cyberframework/fags [https://perma.cc/CE96-3A9M].
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with the goal of creating a secure and resilient infrastructure.” CISA created the
voluntary Cross-Sector Cybersecurity Performance Goals that align with the
NIST Framework and set recommended actions such as having “[a]t least annual
trainings for all organizational employees and contractors that cover basic
security concepts, such as phishing, business email compromise, basic
operational security, password security.” 7® However, the Cross-Sector
Cybersecurity Performance Goals are not comprehensive and do not identify all
the cybersecurity practices needed to protect national and economic security and
public health and safety.”” Beyond this guidance, critical infrastructure owners
and operators are required to report covered cybersecurity incidences and
ransomware payments to CISA under the Cyber Incident Reporting for Critical
Infrastructure Act of 2022.7® CISA then coordinates response and investigation
efforts with the state and local government as well as relevant agencies such as
the FBI.

The FBI collects and shares intelligence with critical infrastructures that
have suffered a cyber incident and serves as the lead federal agency for
investigating cyberattacks.” Investigating cyber-incidences is paramount for
building a resilient future because it identifies the scope of the invasion, deters
threat-actors from launching additional attacks, and helps industries learn which
cybersecurity strategies are inadequate. Of the ransomware attacks reported to
the FBI in 2023, almost half of them targeted critical infrastructure sectors.®’ As
water utilities are targeted due to their vitality to public health and national
economic security, understanding sector-specific authorities and approaches is
important for the identification of cybersecurity gaps.

B. Water Utility Authorities and Approaches for Cybersecurity

As the Presidential Policy Directive on Critical Infrastructure and
Resilience designates the EPA as the lead agency for water sector security, the
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LBXE] (last visited Nov. 26, 2024).
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EPA provides technical, outreach, and education assistance to state, local, and
private water systems to develop their own cyber-hygiene standards.®! When a
community water system serves fewer than 3,300 people, the EPA encourages
it to refer to a linked guidance and assessment tool to gauge the utility’s
cybersecurity practices, focusing on identifying, protecting, detecting,
responding, and recovering.®> When a community water system serves more
than 3,300 people, the EPA requires it to certify to a Risk and Resiliency
Assessment and an Emergency Response Plan every five years; however, the
EPA does not require specific standards, methods, or tools to fulfill any certain
requirements. %* Therefore, comparing the identified goals to the reality of
compliance-based cybersecurity implementation and enforcement generates
visibility into sector-specific cyber vulnerabilities for water utilities.

To certify to the EPA, a utility must only acknowledge six components in
its Risk and Resiliency Assessment:

1. the risk to the system from malevolent acts and natural hazards;

2. the resilience of the pipes and constructed conveyances, physical

barriers, source water, water collection and intake, pretreatment,

treatment, storage and distribution facilities, electronic, computer,

or other automated systems (including the security of such systems)

which are utilized by the system;

the monitoring practices of the system,;

the financial infrastructure of the system;

5. the use, storage, or handling of various chemicals by the system;
and

6. the operation and maintenance of the system.

> w

The EPA provides a Vulnerability Self-Assessment Tool (VSAT) that can be
downloaded in an app and filled out using multiple-choice and short-answer
responses to assist a utility in assessing those six components.®® In that tool, the
utilities answer questions about the demographics of their utility service area,
any mutual aid or assistance agreements between other utilities in circumstances
when a rapid response is needed, and any minimum daily treatments performed
during periods of non-functionality in order for the EPA to gather pertinent data

81. Water and Wastewater Systems Sector Cybersecurity, EPA (June 23, 2024),
https://www.epa.gov/climate-change-water-sector/water-and-wastewater-systems-sector-
cybersecurity [https://perma.cc/9FJY-XZ8W].
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and to identify risks.% After a water utility submits its Risk and Resiliency
Assessment, it must prepare an Emergency Response Plan that incorporates the
Risk and Resiliency findings.®” In the Emergency Response Plan, each utility
must include individual strategies and procedures that focus on resilience and
detection.®® Although each utility has flexibility in developing its plan, the EPA
provides a Community Water System Emergency Response Plan Template that
outlines factors that need to be included in any response plan, such as an
emergency internal and external communication strategy, and links to
mitigation action guides such as the CISA Cyber Hygiene Scanning and Testing
Services.®

During the latest five-year certification period, approximately ninety-eight
percent of community water systems serving more than 3,300 people certified
to the EPA that they had completed a Risk and Resiliency Assessment and an
Emergency Response Plan, as required by the SDWA Section 1433.%° However,
since September of 2023, over seventy percent of the systems inspected by the
EPA were “in violation of basic SDWA Section 1433 requirements including
missing specific sections of the RRA and ERP.”°! Examples of alarming
cybersecurity vulnerabilities that EPA inspectors identified included failing to
change default passwords, using single logins for all staff, neglecting to rescind
access to former employees, and not including an assessment of resilience.”?

The EPA exercises its enforcement discretion on a case-by-case basis for
community water systems that do not comply with SDWA Section 1433
requirements.”® The enforcement discretion includes the authority to seek a civil
penalty of up to $69,733 each day in which such violation occurs or commence
a civil action to require a water utility to comply.®* However, the EPA has only
taken a little over one hundred SDWA enforcement actions since 2020 for
community water systems that do not comply with SDWA Section 1433
requirements despite over seventy percent of reporting community water
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systems being in violation.” Therefore, the reality of cyber-hygiene for water
utilities, under the current EPA strategy of collecting certifications of Risk and
Resiliency Assessments and Emergency Response Plans, appears to be an
inadequate way of addressing and correcting real cybersecurity risks for the
critical infrastructure of drinking water as cyberattacks on the sector are
increasing in frequency.

C. Electric Utility Authorities and Approaches for Cybersecurity

The Federal Powers Act requires an Electric Reliability Organization to
develop mandatory reliability standards, which become enforceable after FERC
review and approval.®® FERC appointed NERC as the Electric Reliability
Organization. * FERC then approved NERC’s first eight CIP Reliability
Standards, which requires users, owners, and operators of the Bulk-Power
System to comply with specific requirements aimed at safeguarding critical
cyber assets.”® The NERC CIP Reliability Standards provide a comprehensive
risk-based methodological set of requirements and clear penalties with the goal
of promoting industry behavior that supports reliability.” That framework
demonstrates how sector-specific regulatory oversight can effectively drive
cybersecurity improvements across critical infrastructure. Water utilities face
similar OT and IT security challenges and could benefit from an analogous
regulatory structure that accounts for the unique characteristics of community
water systems. A water sector-specific framework, similar to the NERC CIP
Reliability Standards, could establish clear cybersecurity expectations,
enforcement mechanisms, and penalties while considering the cyber risk
realities in different types of water utility facilities.

The NERC CIP Reliability Standards, with the weight of law, require that
electric utilities follow specific standards to “identify critical assets, create
control mechanisms, enforce the logical and physical security of their systems,
and recover any affected assets following a cybersecurity incident.”!'® One
strategy the NERC CIP Reliability Standards uses is to compare the immediate
difference between the actual power being exchanged and the power scheduled

95. EPA, supra note 4; Cf. EPA, REPORT NO. 23-P-0003, THE EPA MET 2018 WATER SECURITY
REQUIREMENTS BUT NEEDS TO IMPROVE OVERSIGHT TO SUPPORT WATER SYSTEM COMPLIANCE 11
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service or unsafe drinking water. Furthermore, [ninety-five] percent of the noncompliant water
systems were small water systems.”).
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to be exchanged, with adjustments for factors like frequency bias, meter errors,
and automatic time error correction to measure how reliably a power system can
supply the demand placed on it.!! The NERC CIP Reliability Standards then
specify the accuracy and availability requirements in a Violation Severity Level
chart measuring from low to severe.!”? A Violation Severity Level “defines the
degree to which compliance with a requirement was [or was not] achieved.”!®
A Violation Risk Factor considers requirements that “if violated, could directly
affect the electrical state or the capability of the Bulk Electric System, or the
ability to effectively monitor and control the Bulk Electric System.”!** By
comparing the Violation Severity Levels to Violation Risk Factors, an electric
utility can gauge what is expected of them for different NERC CIP Reliability
Standards and what fines can be expected for different degrees of violations.'®

FERC exercises its enforcement discretion by having Regional Entities
(Midwest Reliability Organization, Northeast Power Coordinating Council,
ReliabilityFirst Corporation, SERC Reliability Corporation, Texas Reliability
Entity, and Western Electricity Coordinating Council) monitor NERC CIP
Reliability Standards compliance using tools like audits, spot checks, and
investigations of the electric utilities within their regional boundaries.!* Those
Regional Entities then administer penalties pursuant to the Violation Severity
Levels and Violation Risk Factors. " The administrated penalties assure
mitigation of future violations and ensure that the sanctions bear a reasonable
relation to the seriousness of the violation and factors such as the utility’s ability
to pay, concealment, and multiple violations.'*®

These NERC CIP Reliability Standards violation penalties range from one
thousand dollars to one million dollars per violation per day.'” NERC does not
take this responsibility lightly, as there were 970 reported noncompliance
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incidences investigated in 2023.!''° Of those reported, only 120 were determined
to be moderate to severe risk violations.!!! As the investigation process and
penalties for noncompliance are robust, ninety percent of utilities correct the
immediate issue that led to the noncompliance and implement steps to minimize
future recurrence within one year of a noncompliance reporting date. '
Therefore, the reality of cyber-hygiene for electric utilities, under the current
risk-based NERC CIP Resiliency Standards, is an effective way of addressing
and correcting real cybersecurity risks for the critical infrastructure of
electricity.

III. A DEFINED RISK-BASED CYBERSECURITY BASELINE FOR
WATER UTILITIES IS NEEDED

As the current compliance-based approach to water utility cyber-security
has neither shown to prevent threat-actors from taking advantage of system
vulnerabilities nor been enforceable against all vulnerable water utilities, the
current approach is inadequate. In comparison, the risk-based approach to
electric utility cyber-security provides baselines and enforceable standards to
allow electric utilities to develop cyber-hygiene in a flexible and industry-
specific manner. Therefore, because current cybersecurity requirements for
water utilities cannot adequately address foreseeable and significant cyber
vulnerabilities in a compliance-based approach, Congress should enact H.R.
7922, which would create a means for a sector-specific risk-based approach to
cybersecurity.

A. Water Utility Cybersecurity Remains a Deficiency

Because of underreaching baselines and a lack of resources, the current
compliance-based approach to cyber-hygiene does not adequately address
foreseeable and significant cyber vulnerabilities for water utilities as
emphasized in the number of cyberattacks.!'* Due to the number of systems and
the range of community water system sizes, cybersecurity challenges faced by
drinking water utilities may differ from other critical infrastructure sectors that
have fewer providers.!'* Therefore, having only compliance-based cyber-
hygiene initiatives, such as certification to a self-performed and self-developed
Risk and Resiliency Assessment and an Emergency Response Plan every five

110. N. AM. ELEC. RELIABILITY CORP., ORGANIZATION REGISTRATION AND CERTIFICATION
PROGRAM AND COMPLIANCE MONITORING AND ENFORCEMENT PROGRAM ANNUAL REPORT 17
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years with standards analogous to the broad NIST Framework and CISA
guidance, is inadequate. The compliance-based protocols currently in place for
water utilities create a perilous regulatory landscape that inadvertently provides
threat-actors with opportunities to exploit cyber vulnerabilities and adversely
impact the nation by making drinking water unreliable.

A key issue with the current EPA cyber standards is underreaching
baselines. The SDWA requires the EPA to “provide baseline information on
malevolent acts of relevance to community water systems.”!'> Black’s Law
Dictionary defines a baseline as “the starting point for comparison.” !¢
However, the EPA only notes a general risk of cyberattacks and references
flexible resources such as CISA’s Top Cyber Actions for Securing Water
Systems and NIST’s Guide to OT Security.'"” Conservancy district water
utilities, investor-owned water utilities, and municipal water utilities range in
sophistication and scale of their OT systems and are all vulnerable to
cyberattacks; therefore, understanding the risks of cyberattacks coupled with
general guidance is a starting point but not a solution.''®

In the Top Cyber Actions for Securing Water Systems resource, CISA
provides an outline of mitigating actions with links to free services and
resources.!!” The overview consists of reducing exposure to the public-facing
Internet, conducting regular cybersecurity assessments, changing default
passwords immediately, and reducing exposure to vulnerabilities.'? In the
Guide to OT Security resource, NIST provides an overview of OT, general
threats, and specific recommendations for each type of threat.'?! For example,
the Guide to OT Security mentions when remote maintenance capabilities exist,
an organization is advised to consider whether multi-factor authentication is
productive for protecting OT environments due to it being an accepted best
practice for remote access to OT applications. '?*> Therefore, although the
voluntary flexible resources provide information about malevolent acts of
relevance to community water systems, the starting point for cyber vulnerability
risk and mitigation comparison is not clear because there are no well-defined
sector-specific performance measurements of risk-based standards. This is
demonstrated by CISA’s shallow Top Cyber Actions for Securing Water
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Systems and NIST’s cross-sector Guide to OT Security.'?> The issue of
underreaching baselines is conveyed in the frequency of cyberattacks.'**

In addition to the national-level reporting requirements exempting almost
eighty percent of water systems from reporting, state, local, and municipal
governments are not included as covered entities.'” Many community water
systems are municipal utilities; Indiana alone has 392 municipal water
utilities. '?* Exempting vulnerable systems from reporting cyber incidents
creates an incomplete picture where the actual number of cyberattacks likely
exceeds what is publicly known and reported. The EPA Water Infrastructure
and Cyber Resilience Division provided the “[c]onservative estimate of threat
likelihood” to be, on average, at least one attempted cyberattack annually on
every water system. '?’ The likelihood of future cyberattack attempts is
exacerbated by a lack of resources.'?®

Because drinking water utilities range in operation size, they also range in
the amount of staff and budgeting resources available.'?* It is often the case for
smaller water utilities not to have dedicated threat intelligence or cyber hunting
teams, as they have a finite amount of personnel already “wearing multiple
hats.”'* For example, the City of Elkhart provides over three billion gallons of
drinking water to consumers but has only fifteen full-time operators.'*! Even
larger operations such as Aqua Indiana, having three public water systems
serving 100,000 people, have a Security Operations Team, yet it only has forty-
five employees working within Indiana. '** Therefore, simply providing
voluntary guidance that requires the water utility to develop its own technical
assessments and emergency plans adds potentially unachievable goals to the
already stressed workforce. In connection to the lack of resources, many small
utilities falling out of the SDWA Risk and Resiliency and Emergency Response
Plan certification requirements assume they will not be targets of a
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cyberattack.!* However, ninety-five percent of public water systems in the
nation are considered small under the SDWA, serving 10,000 or fewer people,
and an aggregate attack against them could be especially devastating.!**

Those smaller utilities represent a significant vulnerability to our national
water infrastructure because they lack adequate cybersecurity protections
despite being attractive targets for threat-actors. On April 19, 2024, the Tipton
West Wastewater Treatment Plant in Indiana was the target of a cyberattack.'®
Tipton Municipal Utilities provides water and wastewater treatment for a town
of 5,000 people residing about forty miles north of Indiana’s capital. 1%
Although those affected were shocked to learn that a foreign actor was targeting
their little town, their cybersecurity scare was not an anomaly, as “recent
cyberattacks by groups affiliated with Russia and Iran have targeted smaller
communities.” 1*” Therefore, having only compliance-based cyber-hygiene
initiatives creates a voluntary regulatory landscape that inadvertently provides
threat-actors with opportunities to exploit underreaching baselines and a lack of
resources. The cyber vulnerabilities throughout drinking water utilities
adversely impact the nation by making drinking water less reliable.

B. NERC CIP Reliability Standards are a Successful
Example of Cyber-Hygiene

Because NERC CIP Reliability Standards adequately address sector-
specific cyber vulnerabilities with clear risk-based baselines and enforceable
standards, the current bulk electric system risk-based approach to cyber-hygiene
adequately addresses foreseeable and significant cyber vulnerabilities for
electric utilities. The NERC CIP Reliability Standards serve the important goal
of electric reliability while remaining reasonable, nondiscriminatory, non-
preferential, and in the public interest.!*® Therefore, by having risk-based cyber-
hygiene standards with accompanying mitigation guidance and penalties,
NERC CIP Reliability Standards build upon the NIST Framework and CISA
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guidance to create a regulatory landscape that intentionally considers threat-
actors with opportunities to exploit cyber vulnerabilities in electric utilities. !>’

NERC CIP Reliability Standards provide clear risk-based baselines without
imposing only one way to accomplish compliance.'*’ FERC approved of NERC
CIP Reliability Standards having measurable baselines and examples of ways to
be compliant with the risk-based standards as well as delegating the creation of
guidance to the Electric Reliability Organization to allow utilities “to implement
measures adapted to their specific situations more consistently and
effectively.”!*! Advantages of risk-based compliance include enhanced
resilience, the ability to adapt to evolving threats, and customized security
measures.'** Accordingly, the baselines recognize that not all utilities connected
to the bulk electric system have identical risks, but having risk-based cyber-
hygiene standards with accompanying mitigation guidance and penalties allows
FERC to adequately address foreseeable and significant cyber vulnerabilities for
electric utilities.

One of the keyways that electric utility risk-based compliance is reasonable
is that the Electric Reliability Organization updates known industry risks as they
develop.'** FERC and NERC gauge whether the industry, or segments of the
industry, are having difficulty implementing standards and what cyber-hygiene
standards effectively prevent attempted cyberattacks from being successful
cyberattacks through “more frequent, semi-annual, self-certifications.” '
NERC CIP Reliability Standards requires each utility to provide an impact
rating signed by an executive in the company updated every fifteen months. '+
Additionally, the Regional Entities perform an annual audit to provide
information and statistics to FERC about each NERC CIP Reliability Standard
and how the electric utilities in each Regional Entity identify risk and
compliance.'*® Most entities connected to the bulk electric system truly view the
NERC CIP Reliability Standards as a baseline and implement additional more
robust practices. Y7 Therefore, the risk-based baselines and enforceable
standards allow electric utilities to develop cyber-hygiene in a flexible and
industry-specific manner.
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A. Enactment of H.R. 7922

Because the current compliance-based cybersecurity requirements for water
utilities do not adequately address foreseeable and significant cyber
vulnerabilities, the EPA should move to a risk-based approach, like the NERC-
CIP Reliability Standards, which would better enhance the reliability and
resilience of drinking water. Although most industries, water sector inclusive,
do not want the government to come in and set up rules and regulations, there is
no evidence that the water sector is acting in a meaningful way of its own
volition here, and the movement from compliance-based voluntary guidelines
to risk-based required standards requires legislation to give the EPA
enforcement authority.!*® On April 10, 2024, “Congressmen Rick Crawford
(AR-01) and John Duarte (CA-13) introduced H.R. 7922, the Water Risk and
Resilience Organization (WRRO) Establishment Act . . . [to establish] a new
governing body, the WRRO, with cyber and water-system expertise to develop
and enforce cybersecurity requirements for drinking water systems.”!'*

H.R. 7922 proposes that the WRRO develop water-sector-specific standards
and then monitor the implementation and compliance.'*® The WRRO will utilize
“advanced technical knowledge and expertise in the operations of covered water
systems” to develop and implement cybersecurity risk and resilience
measurement requirements, in line with prevailing best practices, that “provide
for an adequate level of cybersecurity risk and resilience” for community water
systems.'*! As for monitoring, the WRRO will annually submit an aggregated
data findings report on the implementation and effectiveness of cybersecurity
risk and resilience requirements to the EPA.!'5? They will then have the authority
to impose penalties of up to $25,000 per day if the utility is in violation.'*®

H.R. 7922 is inspired by the success of NERC in developing, implementing,
and enforcing the NERC CIP Reliability Standards.'* NERC has successfully
established sector-specific cybersecurity baselines that enhance bulk electric
system resilience through flexible, risk-based approaches, allowing the critical
infrastructure to adapt security measures to their operational environments while
maintaining accountability through executive-signed impact ratings.'>® The
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NERC CIP Reliability Standards have merged regulatory compliance with
practical security by building upon the NIST Framework and CISA guidance to
create a preemptive cyber-hygiene landscape that addresses evolving threats and
encourages utilities to implement practices beyond the minimum
requirements.'*® Such a landscape aligns with the public interest for resilient and
reliable utilities.

Allowing external review of cybersecurity risk and resilience to be a
voluntary action is inadequate to ensure a critical infrastructure system is
prepared to address cyber vulnerabilities. Therefore, the current EPA approach,
of compliance equating to certification, alone needs to be addressed in
legislation like H.R. 7922.'%7 By transitioning to a sector-specific risk-based set
of standards, water utilities will be able to incorporate cyber-hygiene using
updated guidance based on the developments of known industry risks in a way
that fits the resource capacity and risk of the individual water utility.

CONCLUSION

The Presidential Policy Directive on Critical Infrastructure and Resilience
identified both energy and water as critical infrastructure sectors requiring
cybersecurity measures against potential threat-actors.”® In response to these
identified vulnerabilities, federal regulatory bodies adopted divergent
approaches: the EPA developed high-level compliance-based guidelines for
drinking water utilities, whereas FERC implemented measurable risk-based
standards for electric utilities connected to the bulk electric system. A
comparison of the two regulatory approaches in addressing cyber vulnerabilities
in critical infrastructures reveals substantial deficiencies in the cyber-hygiene
protocols currently governing water utilities.

This Note argued that the current cybersecurity requirements for water
utilities fail to adequately address foreseeable and significant cyber
vulnerabilities, necessitating congressional action through H.R. 7922. This
conclusion is supported by public interest concerns in the wake of emerging
cyber-threats, the increasing amount of cyberattack attempts on water utilities,
and the lack of enforcement authority for cyber standards. Furthermore, this
Note argued that a comparison between the water utility compliance-based
approach to cyber-safety and the electric utility risk-based approach to cyber-
safety reveals a pronounced security deficiency within the water sector. FERC’s
risk-based methodology, with its emphasis on measurable outcomes and
enforcement mechanisms, provides a more robust framework for addressing
cyber vulnerabilities in critical infrastructure. To remedy these regulatory
shortcomings, the EPA should transition from its current compliance-based
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approach to a risk-based method for cybersecurity standards with a defined
measurement of compliance and meaningful enforceable authority.
Implementation of this regulatory reform would be substantially facilitated by
congressional enactment of H.R. 7922, which would provide the necessary
statutory foundation for a more rigorous cybersecurity framework in the water
sector.
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