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E-mail Monitoring:
A Legal Dilemma Sport Business
Managers Must Address

Lori K. Miller, Wichita State University
Lawrence W. Fielding, Indiana University

E-mail has become an increasingly common
tool used by all businesses, including sport busi-
nesses. Posch (1996) states that approximately
60 million workers send nearly 2 billion mes-
sages each month. A survey conducted by Inc.
Technology (“The Inc. Technology FaxPoll Results,
1996) revealed that 94% of all respondents use
e-mail. Almost 20% of all respondents received
between 11-30 messages daily. Unfortunately,
widespread usage has provoked respondeat su-
perior concerns for the sport business manager
and privacy-related concerns for the employee.
It is important that sport business managers un-
derstand what acts are legally permissible as
computers and related applications (e.g., elec-
tronic communication) continue to permeate
the work place. Likewise, it is important that
sport business employees understand their rights
to have this communication protected. This
paper discusses the benefits of e-mail (Part I,
arguments justifying the privacy rights of the
individual employee versus the sport business
manager’s right to monitor, censor, intercept or
retrieve e-mail (Part I), legal challenges (Part Iii),
solutions to e-mail privacy issues (Part IV), re-
minders to employees (Part V), and suggested
policy inclusion components for sport business
managers. '

Benefits of e-mail
Sport businesses integrate e-mail capabili-
ties into the work place because of numerous
related benefits. Three primary benefits offered
by e-mail include enhanced efficiency, lower
expenses, and enhanced interaction.

Enhanced efficiency.
E-mail enhances the efficiency of individual
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employees. E-mail facilitates communication
as messages can be immediately delivered and
retrieved. The ability to send and retrieve mes-
sages at any time of the day reduces decision
delays and information lags associated with tra-
ditional mail and “telephone tag.” Eighty six
percent of the respondents to the 1996 Inc.
Technology survey indicated that e-mail saves
time (The Inc. Technology FaxPoll Results, 1996).
In addition, employee travel and absence are
less costly as faculty members can maintain com-
munications via portable computers. Paper,
phone calls, and timely distribution efforts asso-
ciated with meeting reminders, minutes, etc. can
be all performed via e-mail. Efficiency is expo-
nential as employees are able to forward mes-
sages to other individuals as necessary. Cross
and Raizman'’s research (1986) exemplifies the
efficiency realized by employees using e-mail.
According to Cross and Raizman (1986), e-mail
saved 3,000 employees at Manufacturers
Hanover Trust, the fourth-largest U.S. commer-
cial bank, an approximate 36 minutes each day.
Senior management using e-mail saved 23 min-
utes per day whereas middle management saved
39 minutes per day. Similarly, secretaries em-
ployed by the United Service Auto Association
increased productivity by 50% “while reducing
the flow of interoffice memos by 10%"” (Cross
and Raizman, 1986, p. 8). Sport businesses us-
ing e-mail in the work environment would re-
ceive similar efficiency enhancements.

Decreased expense associated with
traditional modes of communication
E-mail reduces expenses associated with
long distance telephone calls, paper, and post-
age. Cross and Raizman’s research (1986) indi-




cates that e-mail can reduce expenses associ-
ated with office memos and telephone calls by
25%. Further, e-mail decreases expenses asso-
ciated with the moving, storage, and retrieval
of information. Additional costs savings can be
realized by a reduction in support staff tradition-
ally needed to type and disseminate committee
minutes, coordinate communication, file papers,
etc. These cost savings facilitate sustained com-
petitiveness as sport businesses are able to re-
duce cost structure and realize higher net prof-
its.

Promotes the “democratic”
organization , mentorship, while
negating the traditional hierarchal
structures.

E-mail makes it easy for stakeholders to
communicate with each other (Rudenstine,
1997). Administrators, for example, can easily
solicit input from sport business employees with-
out scheduling lengthy meetings or engaging
in a paper-intensive, personnel laden survey.
Employees, in turn, can avoid the difficulties of
scheduling an appointment with busy adminis-
trators. E-mail enables sport business employ-
ees to access administrators to ask questions,
present ideas, and register complaints. Further,
e-mail capabilities serves as a distinguishable
source of customer service. Sport businesses
possessing the particular software capabilities
can enable consumers direct access to company
employees. Customer satisfaction is increased
as consumers are better able to inquire, for ex-
ample, about product usage, product limita-
tions, and future product developments. The
sport business benefits as customer concerns and
complaints can be immediately investigated and
addressed.

Unsettled Territory: Balancing
the Right of the Employer to
Monitor versus the Right of the
Employee to Have

Communication Protected

As noted above, e-mail enhances commu-
nication and efficiency while simultaneously
decreasing costs. Unfortunately, e-mail can en-

courage frivolous and informal communication
that would otherwise go unspoken. For ex-
ample, jokes, innuendoes, frustrations, and griev-
ances that would not be printed on letter head,
an office memo, or communicated orally in a
face-to-face encounter can now be easily and
quickly conveyed to colleagues and friends both
internal and external to the sport business itself.
Unfortunately, e-mail communication can
present a host of legal problems for a sport
business and its employees.

Technological advancements enable the lit-
erate computer user to intercept messages and
retrieve stored messages. Hitting the “delete”
key or reformatting disk drives deceives many
users into thinking that a particular message has
been destroyed. Unfortunately, plain text files
can be revealed to the “third party service pro-
vider; to computer technicians who have access
to their contents; and in some companies, to
the corporate office” (i.e., administrative offices)
(Griffin, 1991, p. 499). In fact, small businesses
have discovered a niche as many plaintiffs de-
mand that e-mail messages be retrieved and
used as evidence. Electronic Evidence Discov-
ery, Inc. in Seattle, for example, specializes in
the retrieval of deleted messages. Lavelle’s ar-
ticle (1994) described a situation in which an
Electronic Evidence Discovery (EED) was able to
retrieve incriminating evidence useful to a plain-
tiff alleging sexual harassment against her em-
ployer. As explained by john Jessen, managing
director of EED (Lavelle, 1994, p. B3),

The woman'’s boss said her firing was for
economic reasons, but his recovered e-mail
to her direct manager said, “l want you to
get that (redacted) tight-assed bitch out
of here. | don’t care what you have to do.”

Employees using e-mail as a way to humor
colleagues with off-colored comments or to re-
lease pent up stress and tension caused by an-
noying colleagues should take caution.

The interception or retrieval of e-mail mes-
sages by unintended viewers angers many indi-
vidual employees. Yet the issue of employee
privacy to individual e-mail communications re-
mains a highly debated issue between employ-
ers and employees. The following paragraphs
discuss the dichotomy existing between the
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sport business employer and the employee.

In defense of the sport business
employee

There are two primary arguments that fa-
vor the right of the sport business employee to
have e-mail communication remain private.
First, individual privacy rights represent a right
recognized by society and legal scholars for over
a century (Warren and Brandeis, 1890). A 1994
survey by the ACLU revealed that privacy issues
in the work place represented the largest cat-
egory of employee complaints (Lee, 1994). In
fact, the use of e-mail generates more privacy
concerns for both e-mail users and non-users
than does the use of the telephone, FAX, or U.S.
mail (Weber, 1997). According to a survey of
1,009 computer users conducted by Louis Har-
ris and Associates, 59% of all respondents ex-
pressed concern about intercepted e-mail (Miller,
1997). The ability of technology to interfere with
an individual’s right to privacy was recognized
by Samuel D. Warren and Louis D. Brandeis over
a century ago. As forecasted by Warren and
Brandeis in a highly publicized 1890 article, “nu-
merous mechanical devices threaten to make
good the prediction that ‘what is whispered in
the closet shall be proclaimed from the house-
tops” (Warren and Brandeis, p. 193). Regard-
ing communication between individuals, War-
ren and Brandeis quote a 1769 comment from
Yates stating,

It is certain every man has a right to keep
his own sentiments, if he pleases. He has
certainly a right to judge whether he will
make them public, or commit them only
to the sight of his friends.

Similar to the reasoning used by the Su-
preme Court in the 1969 case, Tinker v. Des
Moines lowa School District, privacy advocates
argue that they should not have to shed their
right to privacy when they walk through the
office door.

Second, employee monitoring interferes
with the empowerment of the sport business
employee. Benefits associated with employee
empowerment are well recognized. Productiv-
ity, morale, and efficiency are enhanced when
employees operate as autonomous problem
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solvers pursuing the overall mission of a particu-
lar sport business. Monitoring e-mail in a re-
mote location runs counter to the empowerment
movement taking place in America’s sport busi-
nesses.

in defense of the employer

In contrast to the above argument support-
ing individual employee privacy rights, the sport
business employer has three solid arguments
justifying the practice of e-mail monitoring. First,
the private sector has long supported the con-
cept and practice of employers monitoring em-
ployee activities. Frederick Taylor advocated, and
management adopted, timed performances,
product quality accountability (i.e., defect rates),
and the auditing of financial reports. Software
is available to employers desiring to monitor
“when, where, and how often employees go
online” (Witham, 1997, p. 1A). Employer moni-
toring of e-mail simply represents a modern
monitoring approach that has evolved with the
evolution of technology. Existing literature pro-
vides support for the use of monitoring in the
work place. For example, a MACWORLD sur-
vey of CEOs and MIS directors in 301 businesses
revealed that 21.6% of all respondents searched
employee files (Piller, 1993). The percentage
increases to 30% for those companies with more
than 1,000 employees. Forty one percent of
the respondents monitored or read e-mail files
as part of their search. Employee monitoring
enables companies to ensure better that com-
puter technology investments are used to fur-
ther complement strategic objectives.

Second, sport business employees are us-
ing property provided by the sport business it-
self. For example, sport business employees are
using the sport business’s computer, computer
software, desk, provided office, etc. Itisreason-
able to assume that the sport business employer
should use or access his or her own property as
desired; including the monitoring of employee
e-mail.

Third, e-mail monitoring, retrieval, and/or
interception enables an employer to detect ille-
gal and potentially problematic behaviors. The
doctrine of respondeat superior makes this a very
meritorious argument. For example, employ-
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ers argue that discrimination, harassment, stalk-
ing, gambling, etc. can be curtailed better and
prevented if monitoring is allowed to occur. In
1995, for example, Chevron Corporation settled
a sexual harassment lawsuit for $2.2 million
when plaintiffs alleged that e-mail records con-
tained jokes about why “beer is better than
women” (“Mind your tongue,” 1997, p. 18A).
The litigation brought against Citibank, R.R.
Donnelly & Sons, and Morgan Stanley & Co.
further .illustrate the problems associated with
informal e-mail communication and the alleged
need for monitoring. In these three cases, racist
e-mail jokes were sent among colleagues via e-
mail. The jokes are part of the plaintiff’s evi-
dence supporting their claims of alleged race
discrimination (McMorris, 1997; Markels, 1997).
The suit against Citibank seeks both compensa-
tory and punitive damages and is also pursuing
class action status “on behalf of all current and
former black employees of Citibank who were
supervised or evaluated by managers who
spread the e-mail” (McMorris, 1997, p. BS).
Lawsuits facing Morgan Stanley involving the e-
mail distributed racist jokes amount to a $70
million (Witham, 1997). The lawsuit against R.R.
Donnelly & Sons is a class action suit brought
by more than 500 black workers (Markels, 1997).
A 1996 survey of Fortune 1000 companies re-
vealed the growing concern of the employer.
As indicated by survey results, 10% of surveyed
employers had been involved in litigation as a
result of an employee’s use of information tech-
nology (Peak, 1996). Employers argue that
monitoring e-mail may better prevent or curtail
the use of e-mail for inappropriate activity that
can cause havoc both on a sport business’s cost
structure as well as on established goodwill and
public relations.

Legal Challenges

There are a variety of legal challenges that
plaintiffs could use when alleging that a sport
business manager engaged in illegal e-mail
monitoring practices. The potential legal alle-
gations discussed are important as they com-
municate to the sport business employer what
they can and cannot do while communicating
to the sport business employee what rights they

possess, if any. The following paragraphs dis-
cuss the legal challenges that could arise as a
result of e-mail monitoring.

Violates the Fourth Amendment of
the Federal Constitution

Individuals employed in public positions
(e.g., university coaches, sports information di-
rectors, park and recreation department employ-
ees) have recourse under the federal constitu-
tion. The Fourth Amendment of the U.S. Con-
stitution protects public employees from unrea-
sonable government intrusion. Early case law
(e.g., Goldman v. United States, 1942; Olmstead
v. United States, 1928) denied the allegation that
electronic monitoring violated the Fourth
Amendment when the government did not en-
gage in a physical trespass or physical intrusion.
In other words, a sports information director,
for example, would have no recourse if a uni-
versity administrator monitored e-mail from a
remote location. The Supreme Court revolu-
tionized Fourth Amendment interpretations in
the 1967 case, Katz v. United States. In Katz
(1967), the FBI listened to and recorded con-
versations in which the petitioner transmitted
gambling information across state lines in viola-
tion of federal laws. The Court concluded that
the electronic monitoring of a plaintiff’s tele-
phone conversation from a public telephone
booth infringed on the plaintiff's privacy rights

_ in violation of the Fourth Amendment. The Katz

(1967) case is significant to the e-mail privacy
issue for two reasons. First, in contrast to prior
Supreme Court decisions the Supreme Court
held that it was of “no constitutional signifi-
cance” that the electronic monitoring device did
not penetrate the telephone booth. In other
words, as explained by Samoriski, Huffman, and
Trauth (1996, p. 65), the Katz case ruled that “a
physical intrusion did not have to take place in
order for an unwarranted intrusion to occur.”
Second, the Court recognized the signifi-
cance of an individual’s expectation of privacy.
As stated by the Court (Katz, 1967, p. 512),
One who occupies it (the telephone
booth), shuts the door behind him, and
pays the toll that permits him to place a
call is surely entitled to assume that the
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words he utters into the mouthpiece will
not be broadcast to the world.

The expectation of privacy issue is an im-
portant issue addressed in subsequent Supreme
Court cases (see U.S. v. Knotts, 1983). Pertain-
ing to e-mail, the use of individual passwords
needed to access individual e-mail accounts pre-
sents the perception that e-mail conversations
will remain private (United States v. Maxwell, Jr.,
1995). As evident from the Katz (1967) case,
sport business employees working for the gov-
ernment clearly have a right to recourse under
the Fourth Amendment when e-mail has been
monitored in an unreasonable fashion.

Although a right to recourse has been rec-
ognized in the Katz case (1967), the ability to
succeed as a plaintiff is extremely difficult. The
O’Connor v. Ortega case (1987) illustrates the
obstacles presented to the sport business em-
ployee seeking legal redress. In the O‘Connor
case (1987), a state hospital searched the of-
fice, desk, and file cabinets of the chief of pro-
fessional education due to suspected work-re-
lated misconduct involving the improper acqui-
sition of a computer and sexual harassment
suspicions. The respondent alleged violation of
his Fourth Amendment rights. The Supreme
Court echoed an argument voiced frequently by
both public and private sector employers. First,
the Supreme Court recognized that warrantless
searches and seizures are often necessary to
maintain efficient operations. As expressed by
O’Connor court (1987, p. 1501),

Public employers have a direct and over-
riding interest in ensuring that the work of
the agency is conducted in a proper and
efficient manner.

The increasing use of e-mail to support
claims of harassment and discrimination is pow-
erful evidence that monitoring should occur in
an effort to maintain efficient operations in a
non-hostile work environment (Witham, 1997).
Second, the O’Connor (1987) Court clearly dis-
tinguished “public” property versus “private”
property. The Supreme Court (O‘Connor,1987,
p. 1497) stated that “... offices, desks, and file
cabinets, among other areas, are all part of the
workplace. These areas remain part of the work-
place context even if the employee has placed
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personal items in them, . . .” In comparison,
the Court recognized that items such as brief-
cases and purses were “private” in nature and
not subject to government intrusion. Comput-
ers and e-mail messages sent, retrieved, and
stored can be viewed as government property
open to searches by government officials (i.e.,
university administrators) (Stern, 1995) .

In Schowengerdt v. U.S. (1991), the Court
of Appeals (9th Circuit) concluded that a gov-
ernment employee engaging in secret weapons-
related projects had diminished expectations of
privacy regarding materials in his office and desk
due to the “extremely tight security and con-
stant searches and surveillance of employees”
(Schowengerdt, 1991, p. 483). The Schowengerdt
case has two important implications to the is-
sue of e-mail monitoring in the workplace. First,
the Court of Appeals echoed earlier Supreme
Court holdings and concluded that the mainte-
nance of efficient operations justified intrusion.
As stated by the Supreme Court (O’Connor
/1987, p. 1497),

Public employees’ expectations of privacy
in their offices, desks and file cabinets, like
similar expectations of employees in the
private sector, may be reduced by virtue
of actual office practices and procedures,
or by legitimate regulation.

The legitimacy of preventing harassment,
stalking, discrimination, and other illegal behav-
iors is again supported by the Court of Appeals
(9th Circuit) in the Schowengerdt case. Second,
the Supreme Court recognized the right of the
employer to engage in a search when necessary
to retrieve work-related materials or to investi-
gate violations of workplace rules” (O’Connor,
1987, p. 1494). This holding provides for a
rather broad interpretation and justifies intru-
sion in a variety of situations. For example, it
would be reasonable for other university employ-
ees to read the files of a Sports Information Di-
rector if the individual was unavailable and a
story or related facts needed to be retrieved to
meet media deadlines. Private or personal e-
mail messages encountered in the retrieval pro-
cess presumably would be overlooked due to
the reasonable need to conduct the search it-
self.




Violates the First Amendment of the
Federal Constitution

An aggrieved individual working in the
public sector who had e-mail monitored, re-
trieved or intercepted by an employer could also
allege that his or her first amendment rights were
violated (Plymouth Police Broth. v. Labor Rel.
Com’n, 1994). For example, in the Plymouth case
(1994), the police union contested a five day
dismissal of a police officer arguing that the e-
mail message disseminated was a matter of pub-
lic concern protected by the first amendment.
Reference to the Supreme Court decision in U.S.
v. O’Brien (1968) sheds light on the current de-
bate regarding e-mail monitoring and censor-
ship. In United States v. O'Brien (1968) the de-
fendant burned his selective service registration
certificate in violation of a federal law prohibit-
ing such destruction. The defendant claims his
act was protected as symbolic speech under the
First Amendment. As explained by the Court,
First Amendment rights can be violated where
the governmental interest is “compelling; sub-
stantial; subordinating; paramount; cogent;
strong” (United States v. O’Brien, 1968, p. 1679).
The O’Brien Court (1968) recognized the sub-
stantial interest of the government to ensure that
individuals available to serve in the military can
be quickly and readily identifiable. Similar to
the O’Brien case (1968), public employers could
argue that they have a “compelling” need to
monitor e-mail. As mentioned before, e-mail
monitoring and censorship may prevent various
illegalities from occurring within the confines of
the work environment (e.g., harassment, dis-
crimination, stalking).

The Communications Decency Act, signed
by President Clinton in February of 1996, repre-
sented the attempt to balance the right to
monitor with freedom of speech. The CDA pro-
hibited e-mail users from sending indecent” or
“patently offensive” material to minors and from
making such material available in a manner avail-
able to a person under 18 years (CDA, 1996).
Similar to the O’Brien (1968) decision, the Jus-
tice Department argued that although the leg-
islation censors certain speech, the legislation
served a compelling purpose and is necessary
to protect the minds of the young. Injune, 1996

a three judge panel declared the CDA unconsti-
tutional. In June, 1997 the Supreme Court
agreed with the earlier three judge federal panel.
In a 7-2 decision, the Supreme Court held that
the law violates the freedom of speech rights
guaranteed by the federal constitution
(Felsenthal and Sandberg, 1972; O‘Connor,
1997).

The facts in White v. Davis (1975) are di-
rectly applicable to the random monitoring, cen-
sorship, interception or retrieval of e-mail mes-
sages by other colleagues or university adminis-
trators. The particular complaint was filed by a
professor of history, Professor White. In the White
case (1975), police officers posing as students
enrolled in university courses at the University
of California at Los Angeles for the purpose of
covertly recording class discussions and compil-
ing “records” on professors and students regard-
less of suspected or actual illegal activity. The Su-
preme Court of California held that this activity
was in violation of Professor White's First Amend-
ment rights. As succinctly stated by the White
court (1975, p. 230),

To impose any straight jacket upon the in-
tellectual leaders in our colleges and uni-
versity would imperil the future of our
Nation....scholarship cannot flourish in an
atmosphere of suspension and distrust. .

. Once we expose the teacher or the stu-
dent to possible future prosecution for the
ideas he my express, we forfeit the secu-
rity that nourishes change and advance-
ment.

Citing the above United States v. O’Brien
(1968) case, the Court held that there was no
“compelling” state interest justifying the intru-
sion. Although e-mail messages may regard
“personal” or “private” issues, one can still ar-
gue that the dialogue regarding these issues
stimulates the mind, contributes to the market-
place of ideas, breeds tolerance, and broadens
the collective knowledge and insights possessed
by the mail’s recipient(s).

Violates the Fifth and Fourteenth
Amendment of the Federal
Constitution

Another argument available to public em-
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ployees protesting interference with sent or
stored e-mail messages is provided by the Fifth
and Fourteenth Amendments prohibiting the
denial of life, liberty, or property without due
process. In the 1974 case of Procunier v.
Martinez, the plaintiffs challenged the arbitrary
censorship of prisoner mail. The Procunier
(1974) court recognized that the prisoner’s in-
terest in uncensored mail was “plainly a “lib-
erty” interest within the meaning of the Four-
teenth Amendment” (Procunier, 1974, p. 1814).
The Supreme Court again recognized that lib-
erty rights could only be denied for compelling
and substantial government reasons. Similar to
the censorship of United States postal mail, sport
business employees working for the government
could argue the monitoring or interception of
e-mail represents a violation of individual lib-
erty rights without due process protected by the
Fifth and Fourteenth Amendment.

Federal Statutory Violations
The Electronic Communications Privacy Act
(ECPA) represents a federal statute that attempts
to balance the privacy rights of all workers (public
and private sector) with the rights of the em-
ployer to maintain an efficient work environ-
ment. The ECPA was passed in 1986 as an
amendment to the Omnibus Crime Control and
Safe Streets Act (OCCSSA) of 1968. The OCCSSA
is commonly referred to as the “wiretapping”
statute. The OCCSSA prohibits the interception
of wire (i.e., telephone) and face-to-face com-
munication without either a court order or con-
sent. Between 1968 and 1986, however, the
OCCSSA only applied to aural communications.
The ECPA attempted to modernize the OCCSSA.
As described by Samoriski, Huffman, and Trauth
(1996, p. 67),
The ECPA addressed the gaps created by
advances in technology. Computers,
cordless and cellular phones, and the de-
velopment of the technology to intercept
communications called for appropriate
measures to deal with what Congress De-
scribed as the loss of America’s ability to
“lock away personal and business informa-
tion” . . . In particular, Congress noted ..
. protection for e-mail was “weak, ambigu-
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ous, or non-existent” (quoting the ECPA,
1986, p. 3).

The ECPA prohibits the intentional intercep-
tion of any wire, oral, or electronic communica-
tion when such communications are sent ovet
public networks (e.g., MCI Mail, Prodigy,
CompuServe) and effect interstate commerce.
Two exemptions within the ECPA, however, le-
galize the monitoring and intercepting e-mail
messages while simultaneously nullifying the
protection provided to the individual employee.
One exemption is consent (section 2511(2)(d)).
Sport business employees who consent, either
expressed or implied, have no recourse under
the ECPA. Consent could be inferred via a sport
business handbook, policy manual, and/or
through language used in interoffice memos.
Courts have not recognized the plaintiff-em-
ployee argument that consent is coerced and
therefore invalid and in violation of individual
privacy rights (Jennings v. Minco Technology Labs,
Inc, 1989). In other words, if the employee does
not want to work at a sport business requiring
consent to e-mail monitoring and censorship,
for example, that individual is free to go work
somewhere else. A second exemption of the
ECPA worth noting is that of the “business use”
exemption (section 2511(2)(a)(i)). Sport busi-
ness employers could argue that the monitor-
ing or intercepting of e-mail is allowed under
the business use exemption. For example, the
monitoring of e-mail could be viewed as an at-
tempt by to protect the sport business’s invest-
ment. In other words, e-mail monitoring, cen-
sorship, retrieval, or interception represents an
effective, and necessary management tool to
prohibit system abuse and ensure that employ-
ees do not spend time on in either wasteful, ille-
gal, unethical, or unprofessional improprieties.

Although of limited precedential value,
the case of Epps v. St. Mary’s Hospital of Athens,
Inc. (1986) illustrates the latitude given to the
employer. In this case, one employee overheard
the conversation of other employees in which
disparaging comments were made about super-
visors. The employee decided to intercept, tape,
and record the conversation. The plaintiffs who
had their conversation recorded sued alleging
violation of the federal wiretapping law. The




court of appeals (11th Cir.) denied the plaintiffs
allegation. In defending the interception of com-
munication, the court explained (Epps, 1986,
p. 417),
It (the call) occurred during office hours,
between co-employees, . . . and concerned
scurrilous remarks about supervisory em-
ployees in their capacities as supervisors.
Certainly the potential contamination of a
working environment is a matter in which
the employer has a legal interest.

As mentioned earlier, e-mail users often find
the informality of e-mail communication pro-
vides a quick and cost effective means of dis-
cussing pent up frustrations with friends and
colleagues. However, according to the courts
conclusion in the Epp’s case (1986), this com-
munication could be “open” for censorship due
to the need to maintain a healthy work environ-
ment free of negativity. In addition to an
employer’s rebuke, a sport business employee
making the statements could also face claims of
insubordination, defamation, harassment, and
intentional infliction of emotional distress.

In Deal v. Spears (1992), the United States
Court of Appeals (8th Cir.) held that the read-
ing of personal e-mail in its entirety is not rep-
resentative of a legitimate business purpose.
In the Deal case (1992), employers decided to
monitor employee calls in an effort to find out
information regarding a recent burglary. The
employers thought the burglary was an “inside”
job. In the process of attempting to gather evi-
dence, the employers recorded phone messages
without the consent of the employee. In fact,
the employers recorded 22 hours of personal
calls made by plaintiff and her lover. A key fac-
tor expressed in the court’s analysis is that a call
cannot be intercepted in the ordinary course of
business except to the extent necessary to guard
against unauthorized use of the telephone or to
determine whether a call is personal or not. In
other words, once a sport business employer
intercepts an e-mail message, that message
should only be read to the extent that one can
determine the nature of its message (i.e., busi-
ness or personal). The reality of this, however,
is tenuous as there is little (if any) way to discern
if a particular message was, or was not, read in

its entirety. Further, the ability to discern what
is truly “personal” appears non definitive. As
explained in the Epps case, personal comments
regarding supervisors (or the work environment
in general) may not be protected. On the other
hand, as the Deal case implied, “other” personal
comments such as those spoken between lov-
ers do tend to be protected. One can foresee
much difficulty in defining “personal” commu-
nications in subsequent case law. For example,
where does personal communication between
dating colleagues (seemingly private and pro-
tected) cross the line and represent evidence
contributing to sexual harassment allegations?

Violations of State Statutes

A variety of state states duplicate the in-
tent and spirit of the ECPA by trying to balance
the privacy rights of the employee with the rights
of the employer to monitor.and control the work
environment. State statutes, however, are lim-
ited in their effectiveness. First, many statutes
tend to reflect the earlier OCCSSA law and per-
tain to only communication that can be heard.
Second, the statutes mirror the ECPA and pro-
vide exemptions for consent and business use.
Third, state statutes are limiting due to their lack
of uniformity. Similar to other state-by-state laws
(e.g., product liability, ticket scalping, athlete
agent representation), non-uniformity makes
compliance difficult and cumbersome and re-
covery uncertain.

Two cases illustrate the limitations of state
statutes. In a highly publicized case, Alana
Shoars brought a $1 million wrongful termina-
tion suit against her employer and a $75 million
class action suit on behalf of herself and other
employees for invasion of privacy and violation
of the state wiretapping statute. Shoars alleged
she was fired when questioning her boss’s prac-
tice of routinely reading employees e-mail mes-
sages. The case at the trial court level was de-
cided in favor of the defendant. As summarized
by Samoriski, Huffman, and Trauth (1996, p. 69).

In June of 1990, California Superior Court
Judge Barnet M. Cooperman dismissed
most of the class action suit against Epson.
Judge Cooperman said the statute under
which Shoars filed her suit pertained only

Volume 7 ® Number 3 o Fall 1997 169



to telegraph and telephone interception
and did not apply to e-mail.

Similarly, employee-plaintiffs in the unpub-
lished 1993 California case of Bourke v. Nissan
Motor Corp. in U.S.A. alleged violation of the
California electric eavesdropping law when
“each shown a stack of their E-mail ... and told
to stop their nonwork-related E-mail” (Nash and
Harrington, 1991, p. 88). Summary judgment
was awarded to the employer-defendant based
upon employee-signed computer-user registra-
tion forms stipulating that the company-owned
hardware and software were to be used for com-
pany business only (Traynor, 1994).

Violations of State Constitutions
Many state constitutions protect the pri-
vacy rights of their constituency (e.g., Alaska,
Arizona, California, Florida, Hawaii, lllinois, Loui-
siana, Montana, New York, Pennsylvania, S.
Carolina, Washington). California’s constitution
(Article 1, Section ) states,
All people are by nature free and indepen-
dent, and have certain inalienable rights.
Among these are enjoying and defending
life and liberty, acquiring, possessing, and
protecting property, and pursuing and
obtaining safety, happiness, and privacy
(quoted in White v. Davis, 1975, p. 233).
California and Montana provide a cause of
action for private as well as public sector em-
ployees (Schmitt, 1996). In fact, the California
constitution appears to prohibit the type of in-
vasion resulting from increased and improved
technology. As stated by the White court in ref-
erence to California’s privacy constitutional pro-
visions (1975, p. 233),
The moving force behind the new consti-
tutional provision was a more focused pri-
vacy concern, relating to the accelerating
encroachment of personal freedom and
security caused by increased surveillance
and date collection activity in contempo-
rary society. The new provision’s primary
purpose is to afford individual’s some mea-
sure of protection against this most mod-
ern thereat to personal privacy.
It is likely that other state constitutions con-
taining similar clauses would limit the use of tech-
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nological interception and retrieval devices that
could be used in an improper fashion or with-
out the consent of the sender.

Invasion of Privacy (tort) Violations

In the absence of, or in combination with,
federal or state constitutional protection, an
aggrieved plaintiff can resort to common law
for recourse. The “unreasonable intrusion into
a person’s seclusion” cause of action is most
applicable to the plaintiff alleging that the read-
ing or monitoring of his or her e-mail was le-
gally prohibited. The U.S. Court of Appeals (3rd
Cir.) reversed the district court opinion which
failed to recognize the privacy claim in Vernars
v. Young in 1976. In the Vernars (1976) case, a
corporate officer opened and read the e-mail
addressed to another person without consent.
In reversing the district court decision regard-
ing a claim for invasion of privacy, the appellate
court opined (Vernars, 1976, p. 969),

Just as private individuals have a right to
expect that their telephone communica-
tions will not be monitored, they also have
a reasonable expectation that their per-
sonal mail will not be opened and read by
unauthorized persons. Recognition of a
cause of action for violation of that expec-
tation seems particularly fitting under the
right of privacy doctrine.

Similar to postal mail, a sport business em-
ployee could argue that the monitoring, cen-
sorship, interception or retrieval of e-mail con-
stituted an illegal invasion of privacy. The sport
business employee’s likelihood of success when
alleging invasion of privacy rests upon three main
issues. To win a claim of privacy, the plaintiff
must prove (a) that the defendant intentionally
intruded or violated his or her privacy; (b) that
the plaintiff had a right to expect that his or her
e-mail would remain private; and (c) that the
invasion would be highly offensive to another
reasonable person (Brunn, 1988; Freedman,
1987). First, the affirmative act of monitoring
or intercepting an employee’s e-mail messages
infers intent. Second, the use of individual pass-
words known and used only by the individual
employee infers that the sport business em-
ployee has an expectation of privacy in the use



of his or her e-mail account. Third, the use of
passwords, common industry practices, and a
paucity of communicated policy-related factors
pertaining to e-mail monitoring and intercep-
tion would likely cause the larger society to agree
with the employee regarding privacy right ex-
pectations.

Proposed Solutions

Legislation Attempting to Offer
Employee Protection

The passage of the ECPA in 1986 was an
attempt to provide legislation that would bal-
ance the rights of the employer with the rights
of the employee. However, many suggest that
the ECPA contains too many weaknesses and a
“new” uniform federal law has been advocated
by many. The Privacy for Consumers and Work-
ers Act (PCWA) of 1993 addressed the monitor-
ing of employees by employers. The Act was
introduced by Pat Williams of Montana in the
House of Representatives and Paul Simon of llli-
nois in the Senate in 1993 (Privacy for Consum-
ers and Workers Act, 1993). The main tenant of
the PCWA was to provide employees with a
“right to know” when and if monitoring was
going to take place. The PCWA also defined
who could be monitored and for what duration
monitoring could take place. The PCWA also
defined who could be monitored and for what
duration monitoring could take place. For ex-
ample, the Act limited monitoring of new em-
ployees to two hours during one week. The
PCWA prohibited the monitoring of individuals
employed for a duration of five years or more.
Further, monitoring had to be relevant to the
individual’s job requirements and employees had
the right to access collected information. The
act was never passed. Federal intervention, al-
though favored by many, fails to represent an
efficient solution. The efforts taken to get the
law enacted, in addition to the ability to moni-
tor and enforce the particular act, appear over-
whelming.

Encryption
Encryption has become a popular, yet con-
troversial, solution to e-mail usage and related

legal infringements (“Encryption standards,”
1996). Encryption, as explained by Samoriski,
Huffman, and Trauth (1996, p. 71),
Involves the breaking down of e-mail mes-
sages into individual codes so that only the
receiver with a special key is able to de-
code it.
Encryption software is currently available
through a variety of commercial software pack-
ages.

Extend postal regulations to e-mail

Samoriski, Huffman, and Trauth (1996) sug-
gest that the United States Code which prohib-
its the obstruction or interference with postal
mail be extended to encapsulate e-mail. As
mentioned earlier, one could presume that simi-
lar protections given to postal mail should also
be given to electronic mail. A second option sug-
gests Samoriski, Huffman, and Trauth (1996)
would be to change the term electronic mail to
postcard mail. This change in terminology would
reflect diminished privacy expectation.

It is worth noting that the post office be-
gan experimenting with an electronic postmark
in August, 1996 (Auerbach, 1996). As explained
by Auerbach (1996),

By paying 22 cents, you would ensure that
your e-mail would be stamped with a time
and date, given a tracking number and
copied into an archive.

The U.S. Post Office offers the sender more
security versus encryption, for example, as a re-
sult of the potential criminal penalties associated
with the interception or tampering with U.S. mail
(Cole, 1996). Due to the expense and elabo-
rate security measures, small sport businesses are
not a likely target market for the electronic post-
mark.

Suggestions to Sport Business
Employees

Think of, and prepare, e-mail
messages as any other type of
written document.

All sport business employees, regardless of
rank or position, should be cognizant of the po-
tential peril associated with informal and per-
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sonal e-mail communications. As explained by
a plethora of recent literature, e-mail is becom-
ing an increasingly popular tool to solicit dam-
aging evidence. The advice of a Boston con-
sulting firm is this, “Think of e-mail as a corpo-
rate CB radio” (Thackery, 1994, p. B4). In other
words, remember that anything transmitted by
e-mail could be reproduced and used against
the sender and/or retriever in a court of law.

Prior to sending an e-mail message,
consider whether the message could
withstand intense public scrutiny.

Sport business employees caught in a quan-
dary regarding what to say and what not to say
on e-mail should ask themselves, “How would |
feel if this message appeared on the front page
of tomorrow’s paper, in trial transcript, or fea-
tured in a news story?” In most situations this
question alone will provide guidance to the
employee contemplating the sending or a rather
private, personal, harassing or other inappropri-
ate e-mail message. Sport businesses which pro-
vide warnings to the computer user each time
he or she logs on can serve as subtle reminders
regarding prohibited use.

Read the university policy regarding
employer e-mail privileges.

Ideally, each sport business should have
adopted and communicated the monitoring
policies to the stakeholders. As mentioned in
this paper, an important defense is being able
to argue that employees had no expectation that
their e-mail communications would remain pri-
vate (Valley Bk. of Nev. v. Superior Ct. of San
Joaquin Cty., 1975). However, research reveals
that fewer than 50% of existing companies have
e-mail policiés (Allerton, 1996; Cappel, 1993;
Stipe, 1996). In a survey conducted by law firm
Gordon & Glickson, 82 percent of respondents
indicated that written policies need to be
strengthened (Peak, 1996).

A generic policy that can be tailored to most
all sport businesses would include (a) an intro-
ductory statement, (b) ownership of the e-mail
hardware and software belongs to the sport
business, (c) language stating that e-mail is to
be used for business purposes only, (d) prohib-
ited activities, and (e) language stating that the
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sport business retains the right to monitor at all
times, and (f) information retrieved or discov-
ered can be used to support disciplinary actions.

Itis a good idea to add the name and phone
number of a person and within the organiza-
tion who can answer related questions and con-
cerns. As stated by business man Patrick Vice,
“You can write stuff until you're tired, but if you
don't at least have a vehicle to ask questions,
you’re not doing yourself any service” (Stipe,
1996, p. 103). The following policy statement,
signed by the employee, includes the above el-
ements and would tend to diffuse privacy alle-
gations of a plaintiff-employee.

SportsPark, U.S.A.

E-mail Policy Statement

(a) To safeguard the property of our employ-
ees, our customers, and SportsPark, U.S.A., and
to help prevent illegal activity or activity pro-
hibited by SportsPark, U.S.A. on SportsPark,
U.S.A. premises, SportsPark, U.S.A. reserves the
right to monitor, censor, retrieve, or intercept
employee e-mail. (b) No individual passwords
used for e-mail access purposes represent an ex-
pectation of privacy on behalf of the employee.
(c) All property (including e-mail) is to be used
for business purposes only. The use of property
for personal benefits is prohibited. (d) Electronic
mail which would be offensive to other individu-
als is prohibited. For example, indecent, lewd,
harassing, or other messages deemed unlawful
by federal or state laws or company policy are
prohibited. (e) Monitoring, censorship, retrieval,
or interception of employee e-mail by the sport
business manager(s) may be initiated without
prior notice and conducted at times and loca-
tions deemed appropriate by the sport law busi-
ness. (f) Information gained through such
searches may be utilized by SportsPark, U.S.A.
to administer discipline, up to and including dis-
charge.

I, (employee) , have read the above policy. |
understand the above policy and have had an

opportunity to ask questions. All my questions
and concerns have been answered or addressed
by the sport business manager. My signature



